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Abstract

Side channel attacks exploit implementation-specific information leakage to defeat cryptographic
measures, usually designed to provide confidentiality. The majority of published attacks require
physical possession or network access to the target device, and as such are not suitable for
implementation by an attacker wishing to carry out a remote, passive and undetectable attack.
Surveillance techniques can be applied to compromising emanations, which is effectively side
channel leakage from devices handling the sensitive, and protected, information desired by the
attacker. By monitoring compromising emanations from devices processing data in plaintext,
such as computer monitors and keyboards, an attacker can completely bypass the protection
offered by cryptographic primitives. Published work on these emanations focusses on three
main sources; electromagnetic radiation, visual representations of the data, and acoustic signals.
This project aims to review the literature on techniques exploiting these emanations, and place
them in the context of real world attacks, potentially undertaken by a variety of individuals
and organisations. Current and future technological developments of sensors and consumer
electronics will also be discussed in relation to their applicability to these attacks, identifying

possible directions in which they might develop in the future.
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Chapter 1

Introduction

Recovery of plaintext data is the goal of any attacker seeking to break the confidentiality
provided by cryptography. Practical implementations of logical and side channel cryptanalysis
both seek to do this by exploiting faults in either the design of the cipher or its implementation
respectively, thus recovering the secret key or the plaintext. However, attempting to do so in a
real world setting may require specific, restrictive, conditions to be achieved, such as network
access or physical proximity to the protected device. Even then, evidence of an attack may be

apparent, something which could be undesirable.

In such a case, surveillance techniques would seem to offer an ideal solution. By purely moni-
toring the use of the protected device an attacker could gain information required to access it,
such as a password, or even the protected data itself, perhaps through a visual representation.
Furthermore, by looking at design faults that compromise confidentiality in the device itself, one
could interpret processes to extract leaked information as side channel analysis of the device.
In fact, these sources of leaked information can be considered as compromising emanations,
leaking plaintext data that can be recovered for analysis through a passive, remote and unde-
tectable attack. Most interestingly, these attacks can be used to bypass strong cryptographic
protection mechanisms; a password for an encrypted hard drive can be eavesdropped or an
encrypted email or document can be reconstructed just from emanations while being typed or

displayed on screen.

The first aim of this project is to put attacks utilising compromising emanations into context
with real world implementations of surveillance technology by investigating and analysing the
nature of these attacks through the review of available literature. Their current status and
practicality will be assessed, as will their applicability in the current security landscape, and
possible implementations using current and future technologies will also be suggested and dis-
cussed. The second aim of this project is to highlight how the feasibility of such attacks, with
the potential for further development through new research in fields such as signal processing
and mobile computing, and the increasing implementation of cryptographic security measures
may result in instances of recorded attacks in the wild, with plaintext data leakage being an

attractive target as a weak link in the chain of security.
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Beginning with the concept of the surveillance of side channel leakage and the exploitation of
compromising emanations for real world attacks, this first chapter covers the development of
cryptographic side channel analysis and identifies its limitations with regards to application
as part of surveillance attacks on confidentiality, with the suitability of attacks focussing on
plaintext data leakage later being discussed. The main portion of the project is made up of
reviews of published attacks which make use of compromising emanations. These reviews are
split into chapters by their shared source of emanations and ordered chronologically from the

year of first published attack;

e Chapter 2 explores the development of attacks for recovering plaintext data from electro-
magnetic emanations and ends with a short analysis of techniques and technology used

for attack and defence.

e Chapter 3 examines the implementation of novel optical attacks, and posits the application

of new imaging and display technology for attack and defence methods.

e Chapter 4 covers the entire development of techniques exploiting acoustic emanations,

and suggests possible methods of attack and defence.

e Chapter 5 addresses the aims of this project, discussing them in relation to the information
reported in the above chapters. Possible avenues of future research and technological

development are also identified, and their relevance examined.

e Chapter 6 concludes the report, reiterating the power of the attacks, namely their abi-
lity to recover plaintext information, potentially breaking the confidentiality offered by
cryptographic implementations. Finally, it is surmised that the continued development of
technology that can be used for attack and defence, and the continued open publication
of methods utilising compromising emanations, will ensure the importance and relevance

of these types of attack for the foreseeable future.

1.1 Definition of terms

Before going further into the reason for reviewing the application of side channel analysis for
surveillance purposes, and their potential for the development of new and powerful attack
methodologies, it is worth defining what exactly these two terms mean, and their relevance to

this project.

1.1.1 Definition of side channel

The term “side channel” refers to an implementation-specific form of information leakage, usually
from a cryptographic implementation, in a manner not considered in the data flow model of the
implementation [73]. This leakage can allow the determination of the secret key, and recons-
truction of plaintext data, breaking the confidentiality offered by a cryptographic primitive. It
is important to note that a successful side channel attack does not equate to a successful break
of the cryptographic algorithm, only demonstrating that the method of implementation, which

can be in software or hardware, is not secure.
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1.1.2 Definition of surveillance

With regards to UK law, “surveillance” can be defined as the monitoring, observing, and lis-
tening to persons, their movements, conversations, other activities or communications and the
recording of anything monitored, observed or listened to in the course of surveillance, by or
with, assistance of a surveillance device [67]. It can be split into two main types, directed,
undertaken with prior planning, and intrusive, involving the physical presence of surveillance
technology or personnel on residential premises or in a vehicle, both being carried out covertly.
Mass surveillance is a term commonly used to describe surveillance infrastructure like CCTV or
Automatic Number Plate Recognition systems, enacting a kind of “dragnet” approach, starkly

contrasting with targeted surveillance methods.

Within the scope of this project, surveillance will be considered, theoretically, as any covert
monitoring of a specific target, of which information may already be known, especially tech-
nological capabilities. The purpose of this monitoring is to recover any sensitive information
that may or may not be protected by the target using modern data protection methods. Since
it can be considered a remote, passive attack, bypassing the confidentiality provided by data
protection measures, in this project any implementer of the outlined attack methods will be
called the “attacker”, while the subject against whom the attacks are directed will be called the

“target”.

By combining techniques for side channel exploitation with existing surveillance methodology,
information leakage from devices being used by a target can be utilised by an attacker to defeat
any measures designed to provide confidentiality. The development of such attacks can be used

as the basis of more powerful surveillance techniques for future implementation.

1.2 A short introduction to side channels

The development of side channel attacks originally came from methods of breaking the confi-
dentiality provided by cryptographic primitives by using implementation-specific information
leakage. In this vein, the first side channel attacks exploited differences in the length of time it

took for certain operations of a cryptographic algorithm to complete.

1.2.1 Timing attacks

Timing attacks first came into prominence with Kocher’s work on public key algorithms that
relied on modular exponentiation [48]. The general attack relies on the ability of an attacker
to eavesdrop on the known cryptographic protocol and collect time measurements of secret
exponent operations on several known plaintexts. Individual bits of the key can be guessed
with high probability through comparison of time variations that arise due to differences in the
speed of modular exponentiation calculations, depending on accuracy of timing measurements.
The method was demonstrated practically on a deprecated version of a “CASCADE” smart card

running RSA using the Montgomery algorithm [32]. Improvements on the attack also allowed



CHAPTER 1. INTRODUCTION 10

successful key recovery from implementations of RSA using the Chinese remainder theorem, by
using time differences to calculate an integer multiple of either p or g, the distinct primes that
are used to generate the both the RSA modulus and the secret exponent [75].

Symmetric algorithms have also been the target of timing attacks, again focussing on discre-
pancies in time taken for specific operations. Bad implementations of Rijndael have been shown
to be vulnerable to timing attacks, where certain operations do not run in constant time [50],
and also across networks in certain versions of OpenSSL implementing AES [15], where key
bits were found to be recoverable over the network itself using timing information from the
computer performing the encryption operations. Implementations of RSA in OpenSSL have

also proved vulnerable to remote timing attacks across networks [19].

Since the most effective countermeasures against these attacks involves preventing leakage
through system design, making sure operations are performed in constant time, the majo-
rity of modern cryptographic software is now resistant to timing attacks. However, it should

be noted that most side channel methods have a timing component to them.

1.2.2 Power and electromagnetic analysis

Power analysis attacks evolved from the work done on timing attacks, with a greater emphasis
on attacking hardware implementations. Instead of just timing intervals, differences in power
consumption during encryption operations, measured over time, using power probes in conjunc-
tion with oscilloscopes, are utilised to determine information about the secret key [49]. In that
paper, two main types of power analysis were developed; “SPA”, simple power analysis, and
“DPA”, differential power analysis. SPA of DES, for instance, was shown to produce a power
trace that can elucidate the information about a single encryption operation, while it was de-
monstrated how DPA of DES can make use of multiple traces to determine individual key bits
by multiple guesses. Further power analysis attacks have been carried out against implementa-
tions of other cryptographic primitives; the stream ciphers Grain and Trivium [38], an HMAC
based on SHA-256 [63], and also on AES [18].

Electromagnetic (EM) analysis of cryptographic implementations derives from the techniques
used in power analysis attacks, with “SEMA”, simple electromagnetic analysis, and “DEMA”,
differential electromagnetic analysis, existing as EM counterparts to the different types of power
analysis. This analogy was first suggested in Kocher et al.’s original paper on power analysis,
indicating that EM analysis was, at that stage, already being seen as the next logical progression

for practical side channel attacks [49].

The main difference between EM analysis and power analysis is that in an EM attack power
consumption is measured through the detection of electromagnetic currents caused by electric
activity in the target device over time, the strength of the current also being measured, allo-
wing more information to be inferred about the cryptographic process [71]. The attack has
been demonstrated against implementations of DES and RSA in smart cards, with successful
extraction of secret keys from versions not using software countermeasures [40]. In that expe-

riment, an EM probe, a hand made copper solenoid, was placed in close proximity to the tested
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smart card, as close to where the CPU was as possible. EM traces were collected and used to

determine key bits in much the same method as power analysis techniques.

Further development of EM analysis lead to more practical attacks; in a more realistic scenario,
EM attacks, using various differential methods, on implementations of Rijndael and elliptic
curve cryptography written in Java, have been demonstrated on a PDA| resulting in recovery of
the secret key [41]. The practicality of EM attacks is receiving greater attention through research
into low-cost implementable attacks against newer technologies using established cryptographic
primitives, such as contactless smart cards implementing the banking industry standard, 3DES
[45].

The techniques for both power analysis and EM analysis, described above, focus on defeating
cryptographic implementations, usually cryptographic primitives forming part of a suite imple-
mented in software, such as OpenSSL, or in embedded hardware as in a smart card. The goal
of such an attack is generally recovery of the secret key, which can be found using side channel
information gained by having intimate access to the target device. This requires physical adja-
cency, with probes and oscilloscopes, and also possession of the device being attacked. Despite
the demonstrable power of these attacks, from a surveillance perspective; remote, passive and
undetectable attack techniques are required for the covert monitoring and recording of sensitive

information, something that cannot be achieved by using existing side channel methodologies.

1.3 Compromising emanations: plaintext information lea-

kage and surveillance

There is one ubiquitous aspect of cryptographic implementations that provide confidentiality
between two users; the data being protected must at some point be human readable. Whether
it is at the input stage, or when the plaintext is presented on a computer display or some other
readable format, sensitive data is vulnerable to eavesdropping before the encryption process
and after the decryption process. Here, links to traditional surveillance can come into play, and
can be directed against common methods of data input and display. By targeting such devices
as computer keyboards and monitors it is possible for one to recover information through
remote, passive, observation. The most obvious way of doing so would be by visual monitoring,
performed by a surveillance operative and standard optical or imaging equipment, such as a
telescope and camera. However, by investigating and exploiting device-specific information

leakage there may be other ways to accurately, and autonomously, recover sensitive data.

For a passive attack, the source of this leakage must come from side channel data being given out
by the target device, and can be thought of as a “compromising emanation”. These emanations
can take the form of any distinct signal containing leaked information from a device, but in the
academic literature three distinct types are the most published, and have the greatest relevance

to known surveillance techniques. These are;

e Electromagnetic emanations, taking the form of EM radiation in the radio frequency

spectrum leaking plaintext data
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e Optical emanations, leakage through visual representation of sensitive data

e Acoustic emanations, acoustic signals that can leak plaintext data

Exploiting such emanations has long been of great interest to organisations concerned with
intelligence gathering, and as such not much information is publicly available about recent and
current implementations of related methods and technologies in those circles. However, in recent
years there have been an increasing number of papers published in open academic literature
investigating potential methods of attack and defence, in addition to open source work on both
plaintext data processing and emanations published by private organisations and individuals
[72, 86].

As stated before, the purpose of this project is to highlight the potential of these attacks
by reporting on the advances in academic research on compromising emanations, especially
focusing on the surveillance applications of such attacks. Their limitations and practicality will
be assessed by looking at ease of implementation, what type of equipment would be needed and
whether or not access to such equipment would be limited by cost and other factors. Current
developments of technology likely to assist attack and defence scenarios, and possible future

developments will also be examined and suggested.



Chapter 2

Electromagnetic Emanations

This chapter explores the development of published electromagnetic eavesdropping techniques.
A short introduction covering their history places these attacks in context with their status as
powerful tools for surveillance. The use of electromagnetic emanations for the reconstruction of
computer display contents is covered, from the very first openly published attack to the latest
methods against modern display technology and various types of keyboards, with suggested
software and hardware countermeasures also being looked at. Finally, all this information is
incorporated into an examination of the application of these methods and technologies for the

purposes of both surveillance implementations and defensive measures.

2.1 Introduction

The history of the exploitation of electromagnetic (EM) emanations for information leakage
stretches back to the forties; during World War II, Bell engineers noticed that compromising
RF emanations from teletypewriters used for secure communications, using what was essentially
a one-time pad, allowed the recovery of plaintext [66]. The subsequent drive to protect sensitive
equipment from emanation based attack was codenamed “TEMPEST”. Strictly speaking, the
term TEMPEST now refers to a set of EM emanation related standards, aimed at defining
methods and limits for the protection of electronic equipment and reduction of compromising
emanations by US civilian and military organisations. Later on, during the Cold War, efforts
to secure US military installations in Guam against compromising emanations lead to the
implementation of TEMPEST standard protection measures, with the help of NSA COMSEC
(Communications security) engineers, such as filters and improving equipment grounding [16].
Although some limited information is known about the TEMPEST standards, such as name

and area covered, the majority of it is classified.

13
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2.2 The development of emanation based attacks

With the growth of the security industry and open security research, TEMPEST rated equip-
ment is not only available to private organisations and individuals, but actual studies of EM
emanations have been undertaken in a great deal of depth in open, peer reviewed literature,
taking the form of both new attacks and countermeasures. In fact, these studies, originally
undertaken as an emulation of military and intelligence capabilities, can be considered as the
progenitors of all open research on compromising emanations. To demonstrate their relevance,
and the threat they posed to security, the attacks focussed on what was the latest techno-
logy at the time, personal computers, with computer displays and serial connections first being

targeted.

2.2.1 Emanations from CRT displays

The first published paper revealing the potential for data recovery from EM emanations was
published in 1985. The paper dealt with emanations from computer monitors, then based on
cathode ray tube (CRT) technology [35].

In a CRT monitor the video signal is amplified from a low voltage for circuit level functions to
several hundred volts when put through the CRT [35]. This results in the video signal being the
major component of the emanation field produced by CRT monitors. This signal is similar to a
television signal, and the success of this attack relies on the ability to reconstruct the monitor
video signal using a television receiver. Synchronisation frequencies, horizontal and vertical,
required for a stable image are part of the emanated video signal, but not recognised by the
receiver. However, they can be generated separately by the attacker, and used to correct the
video signal at the television receiver. One method of doing this was shown in the experiment,
manually finding them by tuning an oscillator controlling horizontal frequencies in the range
15-20 kHz. Dividing the correct horizontal frequency by the number of display lines of the CRT
gives the required vertical synchronisation frequency and this action can be automated by a
digital circuit, so the attacker only needs to know the number of display lines and to manually
adjust one oscillator in order for the television receiver to correctly output a stable recovered
image. It was also suggested that recovering the synchronisation frequencies could be done by
extracting the horizontal frequency from the video signal using a band pass filter and running
this noisy sine wave signal through a pulse circuit. The frequency is then divided by the number

of screen lines as before, and both synchronisation frequencies can be recovered.

The monitors tested did not produce emanations greater than IEC CISPR limits for data
processing and office equipment in force at the time [35]. However, it was possible to reproduce
a clear picture with a receiver 50 metres away from a monitor in plastic casing, and at about
10 metres for one in a metal casing. Effective distances could be improved on by using a
directional antenna and amplifying any received signal, and it was estimated that signals may
be recoverable from up to a kilometre away for monitors in plastic cases, and 200 metres away
for those in metal cases. To replicate a practical attack scenario, the equipment was placed

into a car which was parked outside a building where it was known a certain word processor
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was being used. Static photographs of the recovered video signal were shown to clearly contain
the same data displayed on the target monitor. The method was even demonstrated on BBC’s

“Tomorrow’s World”, a popular science and technology television show.

Countermeasures suggested by the author ranged from modifications to the design of CRT
monitors to reduce the strength of emanations produced, to implementing shielding in the
form of Faraday cages for monitors, which cannot cover the screen, and therefore only offer
a partial solution [35]. Another possibility is the implementation of changing the display line
order, so that the monitor can still display the correct image, but the television receiver cannot.
Changing the display lines randomly over time can have the effect of the attacker not being able
to reconstruct the image even with the correct synchronisation frequencies, and if they correctly
guess line order, not having a stable image for any useful length of time. Interference purposely
added by a monitor is not viable countermeasure, as monitor manufactures have to comply with
standards to reduce emanation interference already. Neither is placing the monitor in a room
with a large number of other monitors, as successful reconstruction of an image is still possible

even across monitors of the same make and model due to distinct resonance frequencies.

2.2.2 Emanations from serial cables

Following on from the work of van Eck, it was found that RS-232 serial data cables are also
capable of producing compromising EM emanations [78]. The emanations are high frequency
signals corresponding to binary data rise and falls that occur as magnetic dipoles present due
to capacitance around the cable when one of the connected devices is not grounded. It is
worth mentioning that they are not present if both devices to which the cable is connected are
grounded. Experiments conducted against an unshielded RS-232 cable found that bit data could
be recovered from 7 metres away with a small short wave radio tuned to 16 MHz. Distances in
other environments, and with other equipment, revealed that an attacker could expect to receive
data signals in both the AM and FM band at about 6 to 9 metres, and even some shielded cables
were still vulnerable. The author noted that this was a good enough attack to allow recovery of
signals from a PC-modem cable through an adjoining wall in a semi-detached house. The low
cost and small size of the necessary equipment also made this attack an potentially powerful
method for eavesdropping in a domestic scenario, against a PC user in an adjacent house or

apartment, for example.

These two papers caused great excitement in both academic and public circles. With a greater
awareness of EM emanations being a security issue, many companies began selling van Eck type
emanation receivers. However, greater academic discussion on further possible implementations

of these types of attacks did not begin until later in the decade.

2.2.3 Emanations as a covert channel and defences against display

eavesdropping

The paper that would further ignite academic interest in the security implications of EM ema-

nations was presented in 1998 by Kuhn and Anderson [55]. Their work demonstrated practical
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variations on the already known attacks, and also new methods of preventing data leakage, not
by hardware modification but by software implementation. They first demonstrated how ema-
nations could be used as a form of covert channel. By installing software designed to produce
radio emanations from the CRT display on a target PC sensitive data can be broadcast to a
short wave radio owned by the attacker, and a recording made for later analysis. The emana-
tions are produced by using the monitor to display specific images that cause a desired CRT
electron beam current. The emanations from this current can be recognised as a radio signal,
and interpreted by an AM receiver as an audio tone. The images are a result of grayscale pixels
displayed in an order determined by timing calculations, which are in turn determined by the
properties of the monitor itself, i.e. horizontal and vertical frequencies, pixel clock and screen
area desired for the image. The radio signal can be picked up with a simple radio and antenna
from a close distance, which can be improved with better equipment, lower interference, and
keeping the antenna close to the power supply cables that feed the monitor, which act as an

antenna for the emanations. A data rate of 50 bits per second was achieved using this method.

The next experiment tested another method of transmitting recovered data covertly, this time
in a way that would be very hard for a user to detect, even if transmission was occurring
right in front of them [55]. Emanations were recovered with a commercially sold, TEMPEST
influenced, EM emanation receiver, similar in design to the van Eck receiver originally proposed
in 1985, against a modern CRT monitor. Covert data transmission was achieved by applying an
imaging technique known as “dithering”, where high frequency patterns from a limited colour
palette can be used to create the illusion of one solid colour not from the palette. This effect
works fine on the human eye, but when eavesdropped via the receiver dithered areas of the
display show up strongly due to the much greater sensitivity of the receiver to high frequency
signals. To demonstrate the power of this method, it was shown how one word “OXFORD?”,
clearly visible to anyone viewing the CRT monitor as a solid colour, could be eavesdropped as
“CAMBRIDGE”, this word being present in the original image as dithered grayscale characters
surrounding the first word, visually indistinguishable to the user, but showing up strongly on

the eavesdropped signal.

The last experiment demonstrated the effectiveness of a novel countermeasure against the reco-
very of text, named “Tempest Fonts” [55]. By taking advantage of the fact that an EM receiver
can only display signals of a high enough frequency, it is possible to use a specially designed
font that is clear to the user, but does not create a recognisable signal and image of text on
an attackers receiver. This idea was based on the observation that only the top 30% of the
horizontal frequency of an emanation signal is actually recognised and displayed by the recei-
ver. By running the pixel field of some displayed text through a low pass filter to remove the
top 30% of the Fourier transform of the horizontal frequencies, it was found that the received
signal at the EM receiver did not display any recognisable text, even when placed right next to
the monitor. The difference in appearance of the altered font on screen is barely noticeable to
a user, only appearing slightly fuzzy when scrutinising pixel displays. The authors noted that
the exact proportion to be filtered would vary according to equipment used, but that 30% was
a good yardstick for further measurements. The ease of implementation of this defensive mea-
sure, its low cost, and its effectiveness made it an ideal addition to already existing hardware

countermeasures.
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Repeating the above attacks using a TEMPEST rated receiver improved the power of the attack,
and also allowed the implementation of automatic character recognition from averaged images
[52]. Recognition rates for this feature could achieve around 66% from images averaged from
16 frames, but were highly sensitive to low signal-to-noise ratios. Implementing the “Tempest

Fonts” also prevented useful levels of character recognition.

The successful demonstration of eavesdropping attacks against standard consumer grade CRT
monitors underlined just how vulnerable computer systems could be to attacks exploiting EM
emanations, even without physical and network access. Serial cables and CRT displays, ho-
wever, were beginning to be phased out by manufactures, in favour of better, more advanced

alternatives, leading to the development of new attacks on more modern equipment.

2.3 Emanations from more modern equipment

The continued relevance of EM attacks has been demonstrated in the successful application
to emanation eavesdropping techniques to newer display technologies. The successful imple-
mentation of these attacks against LCD monitors has also led to the continued development
and deployment of the software countermeasure “Tempest fonts”, originally developed for CRT

monitors.

2.3.1 Emanations from LCD displays

By 2005, CRT monitors were on their way to being replaced by liquid crystal display (LCD)
monitors for personal computing use. Because LCD monitors do not use the same EM emana-
ting components that CRTs do, such as magnetic deflection coils, and they operate at a lower
voltage, it may seem that they would be less vulnerable to the EM eavesdropping techniques
discussed above. However, it was demonstrated that some LCD monitors can be just as suscep-
tible to EM eavesdropping techniques as their predecessors were [53]. Experiments against two
LCD displays, a laptop screen and a desktop monitor, were undertaken using an EM receiver,
designed for testing emanations to the confidential TEMPEST NACSIM standards, capable of
receiving frequencies of up to 1 GHz with intermediate frequency filter bandwidths of 50 Hz to
200 MHz. This is important because the inverse of the filter bandwidth determines the shortest
impulse that can be used as receiver output. To successfully eavesdrop an LCD display it is
necessary for this value to approximate the pixel clock frequency of the display, with the pixel
clock being necessary to correctly sequence pixel values on the display. The filter bandwidths
of AM receivers and TV tuners are usually only capable of implementing bandwidths of up to
8 MHz, and as such, they would not be suitable for implementation as EM receivers for attacks
on LCD displays. To fully reconstruct the image, the receiver signal was output to a digital
storage oscilloscope with special software being used to convert the signals to images. As well
as testing for information leakage, methods for mitigating the vulnerability were also suggested

and analysed.

The first experiment against the laptop display resulted in a readable image being produced from

measurements taken from 3 metres away, the highest quality images being found at a frequency
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of 350 MHz with an intermediate bandwidth frequency of 50 MHz [53]. Highly legible images
were produced by averaging multiple images together to reduce noise, however, single images
with full background noise still contained readable text. By using an improvised EM probe,
made out of a common coaxial cable, it was possible to ascertain that the emanations were not
coming from the laptop display itself, but instead coming from the cables connecting the laptop
motherboard to the display. These cables form part of the Flat Panel Display Link (FPD-Link)
interface for connecting video controllers to displays, and is used in most laptops. The FPD-
Link is an implementation of a low-voltage difference signalling (LVDS) system. LVDS systems
use voltage differences across twisted pairs to transmit information. In a laptop FPD-Link,
twisted pairs transmit pixel colour information, horizontal and vertical synchronisation and a
control signal. One twisted pair is used to transmit the pixel clock frequency with the bit rate

for such a connection being seven times the clock frequency.

The use of twisted pairs in LVDS is an attempt to minimise interference from data transmission
[563]. However, emanations are still recoverable from such cables, as the results of the experiment
show. The measured field strength of the signal received from the laptop from three metres away,
while displaying a boot screen with default colours, was thought to be of sufficient strength to
allow eavesdropping from several rooms away. To demonstrate this, the next experiment using
the laptop was conducted from 10 metres away, through three plaster board walls. Legible
screen images were attained through the application of the image averaging technique mentioned
earlier. This was applied automatically by calculating the necessary frame rate through cross-
correlating the first and last image recorded. It was noted however that in practice this method
might not be implementable, as frame rate selection can be incorrect where interference is
present. In this case it is possible to manually select the correct frame rate. The lower value of
the measured field strength at this distance was found to correlate with the increase of distance

and obstacles presented by the plaster board walls.

To determine factors influencing legibility of screen text in reconstructed images, and the pos-
sibility of a countermeasure for preventing successful eavesdropping, various styles of text were
tested. These can be seen in the test image in Figure 1. Essentially, the different types of text

were;

e Black text on white background
e Maximum contrast in grayscale and colour

e Minimum contrast coloured text and backgrounds

Three lines with random bits added to pixel values, except text

It was found that all text, apart from the lines which had random bits in them, were at least
somewhat readable across two frequencies; 350 MHz and 285 MHz [53]. Figure 1 demonstrates
exactly how differences in the style of text result in changes in legibility at the receiver. As can
be seen, the use of random bit values was the most effective method of introducing illegibility
into the received signal. However, it was noted that to be effective, new random bit values

had to be selected per character each time. It was determined that reuse of the same values
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Figure 1: Comparison between test graphics and received image from a laptop LCD display.

This figure demonstrates the effectiveness of different text formats, the last three lines of both images using random

pixel values as a potential defensive measure against information leakage. Images taken from [53].

per character could in fact aid an attacker using an automated character recognition scheme,
since the addition of repeated random bits would increase the uniqueness and identifiability of

a particular character with regards to other characters undergoing the same treatment.

Next, the author tested the eavesdropping potential of a desktop LCD screen [53]. The display
used in the experiment uses a standard for relaying information from the video controllers to
the screen called the Digital Visual Interface (DVI), and there are two others in use by other
models of LCD display. These standards all use an underlying technology called Transition
Minimised Differential Signalling (TMDS). Like LVDS implemented in FPD-Link, TMDS uses
differential signalling across twisted pairs to minimise EM interference, transmitting information
as encoded bits. It is an improvement over LVDS, however, in that the transmission algorithm is
also designed to minimise interference by implementing DC-balancing. Using similar test images
as shown in Figure 1 above, several styles of text were eavesdropped to determine legibility and
for comparing against the results from the laptop display. Text was generally much less readable
than that which was recovered from laptop emanations, minimum contrast text being the most
recognisable. Randomisation of bit values was again the most effective method of preventing
successful eavesdropping, with TMDS encoding lending itself to this method by requiring a
lower number of random bits to achieve the desired effects, making the displayed text easier on

the eyes of the user, while still preventing eavesdropping.
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All in all, it was demonstrated that LCD displays were capable of emitting compromising ema-
nations. The legibility of eavesdropped text could both be improved or reduced by careful
selection of the method of displaying the text, an attacker could force the use of highly contras-
ting text for increasing legibility for example, whereas someone trying to protect a system could
choose to add random bits to each character display to prevent the readability of text in any

emanations.

2.3.2 Improving on the “Tempest fonts”

Further work on inducing illegibility of eavesdropped screen images has resulted in improvements
on the original “Tempest Fonts” [82]. By running the pixel field through a Gaussian filter, in
addition to the Fourier transform, it is possible to decrease legibility compared to text that
has solely undergone Fourier transform filtering. This benefit, however, comes at the price of

further decreasing the legibility of text on the display itself.

More recently, another novel method for preventing successful image reconstruction from ema-
nations, the source being analogue video cables connected to both CRT and LCD monitors,
has been proposed [90]. By taking advantage of how the human visual system processes in-
formation, it is possible to alter the displayed image in a manner imperceivable to the user,
but which renders the eavesdropped image illegible. The system works by adding random pixel
values to the intended display, and at the same time removing the same corresponding pixel
values from the original image. Displaying these images in succession results in a user effectively
“seeing” the original image, while eavesdropped images appear heavily distorted. While some
vestiges of the original image may still remain, the manner in which this countermeasure can
be implemented, in this case with a peripheral FPGA (Field-programmable gate array), means
that it can be combined with the aforementioned “Tempest Fonts”, to potentially eliminate any

trace of text recovered by an attacker.

These measures offer a good level of protection against EM emanation surveillance of data
output, but keyboards, the ubiquitous method of plaintext data input, are also vulnerable to
attack.

2.4 Emanations from keyboards

Keyboards have also been found to be susceptible to EM eavesdropping, allowing remote keys-
troke detection [88]. This paper demonstrated four methods of implementing such an attack,
against a wide variety of keyboards using PS/2, USB, laptop and wireless connections, in a
range of environments. The keyboards were attached to laptops running on battery, so that
emanations were not introduced into the shared ground, provided by the power cable connecting
to the power line, meaning that all the emanations tested in the paper, unless mentioned other-
wise, are purely being picked up from the keyboard itself. One aspect of note is that the authors
demonstrated that the use of commercially available EM emanation receivers was not necessary

and that using open source software radio technology to perform the task of an EM receiver
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was possible. However, they found better results could be achieved using another method. By
taking the raw signal capture from an antenna and applying a short time Fourier transform,
displaying both frequency and amplitude over time, they could automatically identify emana-
tions from voltage peaks, which act as “triggers”, using radio analysis software. However, this
can not be done in real-time. The signal from the antenna first has to pass through an analogue
to digital converter. This technique results in a very high sample rate, however, and there was
no sufficiently fast way of transferring the resulting digital signal to a PC. The authors instead
fed the signal through a digital oscilloscope that was able to detect potential emanation peaks
and pass just these signals to a PC for further analysis. This allowed the capture of all EM
emanations of any frequency up to 2.5 GHz without having to manually select a frequency for

demodulation by a receiver.

The authors then used this collection method to implement the four techniques in experiments
against various keyboards [88]. The first technique, called “Falling Edge Transition Technique”,
tested the recovery of partial keyboard scan codes, which encode which key was pressed, from
the falling edge of the signal generated by each keystroke on a PS/2 keyboard from five metres
away, in a low interference environment. The clock and data signal of the falling edge, expressed
as peaks, can be used to identify likely keys by grouping signal traces with partial scan codes.
This allows a partial recovery of keystrokes, and can be used to improve a dictionary or brute

force attack.

Improving on this method, the second technique, called “Generalised Transition Technique”,
tested used a bandpass filter to improve peak detection of the raw signal from PS/2 keyboards
[88]. This allowed recovery of the rising edge of the each signal, these being present between
peaks which result from both the clock and data signal simultaneously. With knowledge of the
rising edges, in addition to the falling edges, of the signal, it is possible to determine the full

value of the scan code, and thus determine exactly which key the emanations are from.

The third technique, “Modulation Technique”, utilised additional information from harmonic
interference, identified as most likely coming from the keyboard’s microprocessor clock or cross-
talk between the data and clock signals of PS/2 keyboards [88]. When the harmonic signals
were compared to the data and clock signals it was found that the harmonic signals contai-
ned all the information provided by the others. This allows recovery of the scan code from
harmonic signals, and also their use in conjunction with data and clock signals to improve the
signal-to-noise ratio of readings, resulting in better measurement accuracy. Also, because the
harmonic signals are frequency and amplitude modulated, they are more resistant to other noise
interference and physical obstacles, so the effective range for a practical eavesdropping attack
is increased. However, to capture a signal, a demodulation step has to be added to the previous

methods using an oscilloscope.

The final method, called “Matrix Scan Technique”, is applicable to all types of keyboard, not
just those that use a PS/2 connection [88]. This technique uses emanations from the keyboard
matrix to determine keystrokes from a group of keys linked to the same matrix column. Matrix
emanations are different from the other emanations exploited before. The design of a keyboard
matrix means that each key is at an intersection of columns and rows. The keyboard controller

sends pulses down each column in turn, with a detector for each row. Once a key is pressed down



CHAPTER 2. ELECTROMAGNETIC EMANATIONS 22

and the pulse is sent down the correct column, the corresponding row is detected. Used like
coordinates, the scan code for the letter can be found and transmitted to the PC. It is worth
mentioning that the specific details of which keys belong to which columns will vary across
makes and models. The attack works by eavesdropping emanations caused by the column
pulses, which produce a continuous signal, punctuated by voltage peaks when a key is pressed.
The total number of peaks detected indicates a particular column has been activated. By
grouping keys into their respective columns, it is possible to determine by the number of peaks
which column the keystroke belongs to. Practically, this allows partial keystroke recognition

much like the first technique demonstrated.

After demonstrating that keystrokes were recoverable using EM emanations, the issue of how
to identify emanations from one specific keyboard among others was also addressed [88]. The
first three techniques make use of clock signal frequency, which tends to vary uniquely across
makes and models. By checking the frequencies of received clock signals against the time lapse
between them, it is possible to differentiate between two keyboards. For an attacker using the
“Modulation Technique” differences in clock frequency signals from the microprocessor can also
be used as an identifying factor. When using the “Matrix Scan Technique” it is possible to use
the emanations to establish continuous use of a keyboard, due to the regularity of the column
pulses. Peak duration also varies across keyboard models, so this may also be an identifying
feature. Physical characteristics of each keyboard may also be used; PS/2 cable acts as an
antenna, different lengths affecting signal strength, laptop cables are shorter, resulting in a
higher frequency band and noisier signal, the short length of keyboard matrix wires also result

in a higher frequency.

To demonstrate the effectiveness of the above techniques against keyboards in a real world
scenario, experiments were undertaken in a variety of environments, on several different types
of keyboard [88]. A successful attack was classified as one that achieved a 95% recognition rate
of keystrokes from a 500 word sample. The results showed that the maximum range of a suc-
cessful attack depended on the keyboard that was being tested. In an office environment, with
line-of-sight access to the target keyboard, the maximum range of the “Falling Edge Transition
Technique” was found to be around 3.5 metres for the least vulnerable keyboard, and 10 metres
for the most vulnerable keyboard. The ranges for the “Generalised Transition Technique” were
3 metres for the least vulnerable keyboard and around 7.5 metres for the most. For the “Mo-
dulation Technique” the ranges were 5 metres and around 9.5 metres, and for the “Matrix Scan
Technique” they were around 1.5 metres and 3 metres. The authors found that the results for
attacks from an adjacent office, separated by a wood and plaster wall, were similar, but ranges
were decreased due to the lower signal-to-noise ratio caused by the physical obstruction. One
interesting result was produced when attacks were attempted from within a building, where
effective ranges of up to 20 metres were achieved. The authors reasoned that the building’s
main electric line, being the shared ground, acted as an antenna, making the real range of the
attack the distance from the keyboard to the electric line, which needed to be less than one
metre for a successful keystroke recovery, and the distance of the electric line to the receiver.
They did find, however that the “Matrix Scan Technique” was heavily affected by noise and
interference on the line, and they were unable to achieve stable measurements using the tech-
nique. They also found that the main water pipe was a viable alternative, since it was less

affected by interference, but they did not mention whether the last technique worked using the
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water pipe or not. Using a shared ground in the office environment itself did not work however,
due to too much noise. It did work, however, with a probe attached to both the keyboard and
the ground, with a receiver successfully picking up emanations from the ground. They also
noted that the receiver could be directly hooked up to the ground, but that this type of attack

ceases to function as emanations eavesdropping, being more akin to power analysis.

Countermeasures suggested by the authors included implementing EM shielding of keyboards
and rooms where secure computing needs to be conducted [88]. These are very expensive mea-
sures however, and may be beyond the implementability of many individuals and organisations.
One way to prevent the attacker from recovering meaningful data from emanations is to encrypt
the serial data link from the keyboard to the computer. However, this does not provide protec-
tion for data eavesdropped using the “Matrix Scan Technique”. The authors suggested that an
extension of the countermeasure suggested by van Eck, changing display line order to protect
display emanations [35], could be implemented; by randomly running through the column order
of the matrix scan, and randomly adding delay to the microprocessor subroutines it may be
possible to obfuscate keystrokes so emanations yield less information to an attacker [88]. One
other method, detailed in a patent [68], involves using high frequency filtering of matrix signals
before processing by the keyboard’s microprocessor to reduce EM emanations from the matrix
itself.

Several possible extensions to this attack were also mentioned; improving keystroke detection
through sophisticated filter techniques or by acoustic detection and improving the achieved
computation time of 2 seconds per keystroke through the use of dedicated hardware, such as
FPGAs [88]. It was also mentioned that by using software radio technology they could make
the attack portable, requiring only a laptop and a clandestine antenna hidden underneath the
attacker’s clothes. This came at a price however, as the maximum range of such a set-up was
found to be two metres, though distance may not be an issue for an attacker able to physically

approach the vicinity of the target system.

Indeed, the highly specific nature of EM emanation based attacks lends itself to the nature of
targeted surveillance. The knowledge and equipment needed for the successful implementation
of an eavesdropping attack was previously limited to individuals and organisations with the
necessary authorisation and funding, but with greater awareness and technological advances in

open forums this is no longer the case.

2.5 EM Emanations and surveillance

2.5.1 Methods of attack

While some attacks outlined above have used TEMPEST style and TEMPEST rated receivers
in order to demonstrate eavesdropping capabilities [52, 53, 55|, others have shown how com-
mercially available, and also open source, spectrum analysers and radio receivers can also be
used to successfully recover data from compromising emanations [82, 88, 90|, equipment that is

freely available to any interested party. The mobility of such attacks has also increased; whereas
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the computational analysis of recovered emanations required static computer equipment, and
receivers and antenna equipment could only be fitted into cars and vans requiring a team of
attackers, it is now possible to perform automated emanation analysis on laptops, easily carried
and deployed effectively by one person. Prior knowledge of a targets system is still essential
for an attack to work; make and model of monitor, or keyboard, and type of connection used,
for instance, but this information would usually be gathered or inferred during a surveillance

operation anyway.

The capabilities of well funded organisations are likely to greatly surpass what has been pro-
posed in open literature. Ongoing DARPA (US agency; Defence Advanced Research Projects
Agency) programs such as ChaSER [24], a project to develop ELINT (Electronics Intelligence)
and SIGINT (Signals Intelligence) receivers for use on UAVs (Unmanned Aerial Vehicles) and
unattended ground sensors to increase remote surveillance capabilities, and RADER [29], which
will vastly improve the capabilities of analogue to digital converters, equipment that is vital
in exploiting EM emanations, are at the cutting edge of electronic surveillance technology, the
implementation of which will no doubt spur on the development of countermeasures to defend

against attack and prevent compromising emanations.

2.5.2 Methods of defence

Defending against emanation based attacks can involve implementation of both physical and
computer security measures. Perhaps the most obvious countermeasure is the use of a Faraday
cage, with protected power line and data cables, to contain sensitive computing resources.
While providing a high degree of security, this solution is inflexible and would not allow mobile
access to sensitive information. Building on the concept of shielding, there are many private
companies offering what they claim to be TEMPEST rated computing equipment, including
monitors, desktop computers, laptops and phones [22, 77, 79]. There is undoubtedly a high
cost associated with these devices; the fiscal overhead costs incurred by the manufacturers in
design, materials and standards compliance, is something which is ultimately passed on to the

buyer.

These countermeasures are easily implementable by any organisation with the resources to do
80, but for smaller organisations and individuals they are not practical. There have been calls
for manufacturers of electronic equipment to incorporate design techniques and technology
into their products for the purpose of reducing the security risk presented by compromising
emanations, but it has been shown that for this to be achieved, manufacturers would have to
vastly improve on the measures already in place, which are designed to comply with current
required EM standards [54]. The manufacturing industry’s motivation for reducing emanations
from consumer grade equipment is purely economical, they would not be able to sell equipment
unless it complied with standards designed to ensure that no excess interference is caused by
the product, and as such, manufacturers cannot be expected to produce secure equipment for
the general public without incentive. Implementation of the previously mentioned “Tempest
Fonts” is offered by security companies as part of commercial software security suites, PGP
corporation first included a “Secure Viewer” in PGP 6.0.2 [69], and it is still available in current

PGP products. However, this countermeasure only protects what is covered by the secure
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viewer, it does nothing to prevent or reduce the existence of EM emanations, such as those
from keyboards. That being said, there is nothing to stop any user attempting to implement
home-made solutions, previous demonstrations on the effect of aluminium foil on RFID jamming
of passports [60] may be grounds for a small study to test the effectiveness of ad hoc emanation
blocking measures directed at vulnerable equipment, for instance home-made enclosures for

monitors and keyboards of shielding for the analogue video cables of LCD monitors.



Chapter 3

Optical Emanations

In this chapter, attacks exploiting optical emanations are examined. Basic forms of optical
attacks are first looked at, with real world instances highlighted. Published attacks involving
novel methods of reconstructing computer display content from optical phenomena, such as
diffuse emanations and reflections, and recovering data from direct imaging of sensitive infor-
mation, flickering LED status lights, keyboard input and physical key shapes, are then reviewed
in depth. Finally, the continued development of advanced optical equipment is discussed in re-
lation to their potential use in optical attacks, and possible defence methods against this type

of surveillance are explored.

3.1 Introduction

Traditional surveillance tools bring to mind binoculars and telescopes, tools with which to
spy on someone, or something, from a distance, to gain a visual understanding of what is
going on. Optical attacks are an extension of these methods, allowing the attacker to gain
knowledge of sensitive, perhaps cryptographically protected, information from data entry or
displays. The simplest of these methods is shoulder surfing, where the attacker compromises
the security of sensitive information by looking at it surreptitiously from a nearby location such
as over the shoulder of the legitimate user. This has long been known to be a security issue
for all cryptographic implementations requiring user input for authentication, such as password
or PIN entry [3]. This basic method can be improved by the use of traditional surveillance
tools such as those mentioned above, or more modern equivalents, such as concealed video
recording or relaying devices, something which has increasingly been implemented by criminal
gangs against ATM PIN entry interactions in recent years [9]. In addition to data entry, the

displaying of protected data in human readable format is another viable avenue for attack.

With regards to the term “optical emanation” one may consider that all light emitted and reflec-
ted from physical objects carries information usable by the human visual system, so indeed any

image is an optical emanation of sorts, and surveillance attacks making use of such emanations

26
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are directed towards obtaining a useful image or images of sensitive data, such as a displayed
document or PIN entry. Recently more novel methods of retrieving information from targets
via optical techniques have appeared in the academic literature, concerning the retrieval of both

sensitive displayed data, and sensitive user input.

3.2 Novel optical attacks

Unlike the development of EM eavesdropping attacks, optical attacks have not generally fol-
lowed on from each other. Though they share the use of similar imaging tools; photosensors,
cameras and telescopic equipment, each of the attacks reviewed here takes a different approach
to reconstructing an image of sensitive data displayed on a monitor or input on a keyboard; by
making use of light and image reflections, decoding data from status LEDs or direct imaging of

sensitive data.

3.2.1 Reconstructing an image from diffuse optical emanations

One of the first novel optical attacks exploited emanations of displayed data from CRT moni-
tors, emanations which can be analysed without line-of-sight access to the display [51]. CRT
monitors, which today are disappearing from widespread use, employ a method known as raster
scanning to reconstruct images from a cathode ray tube onto a monitor line by line, the timing
of which is controlled by the pixel clock frequency, which is the multiplicative inverse of time
taken for the electron beam to travel from the centre of one pixel to the centre of the pixel
to the right. This clock value also determines the horizontal and vertical deflection frequency,
which in turn determines the rate at which the scan lines are drawn and frames are built on
the screen, respectively. Knowing these deflection frequencies allows an attacker to construct a
stable image from these emanations. The emanations themselves are the diffuse light reflections
from the immediate environment around a CRT monitor, such as from a wall or through frosted

glass.

The intensity of the light emitted by all pixels on a CRT monitor is the equivalent of the
video signal convolved with the impulse response of the monitor phosphors [51]. The attack
method utilises measures of the light emanation intensity to attempt to recover the video signal.
Knowledge of the phosphor decay times of the phosphors used in the monitor is important
though, as it can be used to improve image quality extracted from the recovered signals. As such
the decays were measured for the monitor used in the attack. However, it may be possible for
an attacker to use manufacturers references to pre-emptively determine decay times, depending

on availability.

The attack itself produced some very interesting results. From a distance of 1.5 metres, and
in a dark room, a photomultiplier photosensor module was placed facing a wall. In front of it,
facing away from the photosensor, was a CRT monitor displaying a test image of white text of
varying sizes on black background, with test letters in red, green, cyan, magenta and yellow, at
VESA standard 640x480 resolution at 85 MHz [51]. Using the photocurrent detected from the



CHAPTER 3. OPTICAL EMANATIONS 28

photosensor and decay times to extract the video signal, a grey scale image of the test image
was reproduced. The largest sized text was readable, but each white pixel appeared smeared
across the image due to the decay picked up from the raw signal. Running the signal through
a Butterworth high-pass filter cutting off frequencies lower than 4 MHz greatly improved the
quality of the image, with the most of the smaller text readable, and the coloured text also
readable. An even better image was produced by deconvolution, this was achieved by applying
Fourier transforms to both the average luminosity signal and phosphor impulse response per
frame, dividing these results and then applying an inverse Fourier transform. This process
allowed for even the smallest font to become readable, with each character appearing much

sharper compared to the previous results.

A theoretical analysis of the threat potential of this kind of attack was also undertaken [51]. For
an attacker with line-of-sight capabilities it was estimated that a signal could be recovered, from
a CRT in a well-lit office environment, from up to 80 metres using a simple telescope. Without
line-of-sight capabilities, an attacker could theoretically detect a signal, from a reflecting wall
in “late twilight” light conditions, from a distance of up to 50 metres using the same type of

telescope as above.

The author made several suggestions on how to improve the strength of this attack through
the use of other equipment, such as the use of more powerful telescopic optics, like a telescope
with a zoom function, to allow the greater isolation of light coming from the target which
would increase photon capture and improve the signal-to-noise ratio [51]. Also suggested was a
narrowband photosensor to improve raw signal quality and improved filtering techniques such
as analogue preprocessing to better approximate a better deconvolution filter than the one used

in the experiment.

Possible countermeasures suggested by the author included;

e Keeping CRT monitors that display sensitive information away from windows and other

places that allow direct and indirect observation

e Using background lighting that greatly adds noise in the spectrum of CRT phosphors such

as incandescent lighting

e Lowering CRT luminescence during lower ambient lighting, which the author notes would

also save power and users’ eye strain

Finally, the author noted that the, at the time, increasing use of LCD monitors would reduce
the need for security considerations for CRT use, as LCD monitor pixels are much slower than
CRT phosphors and LCD monitors update all pixels in one line at a time, instead of a sequential
CRT raster scan line, indicating that LCD monitors are at a much lower risk from the types of

optical attacks presented in the paper [51].

3.2.2 Recovering data from status indicator LEDs

Another novel attack makes use of a different, just as ubiquitous, feature of modern computing

for information leakage and transmission applications; LED status indicator lights [61]. Based
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on observations of correlation between changing RS-232 serial communication signal voltage
levels and modulated optical emanations from an LED indicator, the authors investigated the
possibility of developing practical attacks against a wide selection of computing and networking
equipment. The correlation is due to LEDs usually being connected to the logic gates that
make up a logic circuit, this results in a direct representation of the bit stream of the serial
connection appearing as flickering of indicator lights. Due to the fast response properties of
LEDs, the serial data signal can be reproduced as an optical emanation at around the same
data rate as achieved by the serial connection. The authors noted that the high noise levels that
can be encountered when attempting this attack can be mitigated by using a sensitive detector
and telescopic optics, where the LED can be focussed on completely to reduce background light
radiation as much as possible. The signal can also be fed through an off-the-shelf Universal
Synchronous/Asynchronous Receiver/Transmitter which allows the data to be recovered from

a noisy signal.

The authors designed a classification system for optical emanations in real world implemen-
tations. Classes I, IT and III are, in ascending order of severity, measures of just how much
information is leaked to an attacker from a indicator light [61]. Class I indicator lights merely
expose the equivalent of one bit of information, such as a power-on light shows that a machine
is on. Class II indicator lights give out more information, such as the amount of data, which
opens up avenues for traffic analysis. Class III indicators generate emanations that are highly
correlated with the data that is being transmitted or received, which may allow for the retrieval
of data by an attacker. The authors then conducting an experiment on 39 assorted pieces of
equipment, with a total of 164 LED indicator lights, examining each light closely with a PiN
photodiode detector and oscilloscope and comparing this to readouts from a breakout box hoo-
ked up to the serial connection, to see if any of the LEDs exhibited class III behaviour. They
found that 14 items exhibited class III behaviour, mainly routers and modems; communications
devices. One interesting observation was that there was no significant difference in the readings
produced by smaller surface mounted LEDs compared to standard LEDs, with their brightness
being comparable, which suggests that LED brightness is a large factor in signal strength.

An experiment was then conducted, designed to test for feasibility of a practical attack on
class III LEDs by examining how distance from the LEDs affected signal measurement [61].
By taking measurements under variable light conditions, from incrementing distances, of LEDs
on equipment transmitting and receiving data at variable data rates the authors found that
correlation between data and modulated optical signal remained high to about 10 metres, after
which the signal deteriorated heavily, where at 30 metres there was no significant difference in
detection between a real signal and a random one. It was also found that faster bit rates did
not make a difference to correlation, with some devices producing detectable correlations at

data rates exceeding their stated maximum.

Special mention was made of one device, the InfoLock 2811-11, a standalone DES encrypting
unit for use on financial wire transfer and ATM networks [61]. A related model, the 2811-13,
had received Federal Standard 1027 endorsement by the NSA and was rated for purchase and
implementation by federal departments and agencies until mid-1997 [65]. They found that
class IIT LEDs were placed on the terminal side, coloured red, which took incoming data, later

encrypting it, and sending it out the communications side, coloured black, corresponding to the
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well known red/black concept of plaintext/ciphertext separation [61]. This was identified as a
serious design flaw, using an optical attack it would be possible to reconstruct all the plaintext

data from the LED as it came into the device before it was encrypted.

Overall, the authors had succeeded in demonstrating that optical emanations produced by LEDs
were capable of leaking information. They concluded that although noise had been a large
limiting factor in their experiments digital signal processing technologies can help reduce this
problem, using a low pass filter to remove sub 120-Hz noise from the optical signal [61]. They
also believed that the results from their long range experiments could be improved upon with
improvements to both the optical and detector-amplifying components of the attack equipment;
with better optical equipment they believed that they could recover optical signals from a few
hundred meters away while using the same detector. A practical upper boundary on data rates
by optical emanations was estimated at 10 Mbps (Megabits per second), but they thought that

greater data rates may be feasible.

Suggested countermeasures against this sort of attack ranged from the pragmatic; such as
moving vulnerable equipment away from risky line-of-sight areas or covering LEDs with black
tape, to more technical and wide ranging solutions; using a technique called pulse stretching to
minimise information leaked to attacker [61]. This takes advantage of signal jitter intolerance
by making the minimum LED “On” time 1.5 times the unit interval of the data rate of the serial
connection, the most extreme variation of this countermeasure makes the “On” time equal to the
value of the current data rate or the slowest available. These countermeasures will essentially
make what would previously have been a class III LED transmit the same amount of information
as a class II LED.

The authors also investigated the potential that optical emanations hold for use as a covert
channel [61]. They focussed on utilising emanations from LEDs on a keyboard, its three stan-
dard LEDs; “Num Lock”, “Caps Lock” and “Scroll Lock” being easy for an attacker to locate,
to relay keystroke information from both a software keylogger and a modified keyboard, but in
principle this channel could work with any device or component with LEDs that the attacker
can gain control over. They first wrote a software implementation of their attack, which could
take control of all three LEDs, with a single LED being able to relay 150 bps (bits per second)
and all three, if modulated by the same signal vastly increasing brightness and therefore range,
but if each transmitted its own bit in parallel the method could achieve around 450 bps of
ASCII data. The authors were also able to make this channel function on a wide variety of

operating systems and keyboards.

They then tried modifying the keyboard hardware directly, and found that they achieved better
results. By connecting the Scroll Lock LED to the keyboard data line and inverting the data
signal to the LED they succeeded in modulating the LED with the keyboard data stream [61].
The effect for the user is hardly noticeable; the LED flickers a little with keyboard activity but
when idle it is off, Scroll Lock still functions as a key but the LED does not come on, and when
the keyboard goes through the POST stage the LED comes on like the others on the keyboard.
This method achieves data rates equal to that of the serial connection of the keyboard itself, and
relays data in the form of keyboard scan codes, which will require decoding by the attacker but
has the advantage of containing more information than plain ASCII, it also has the potential

to report key timing statistics, since both key press and release data is transmitted.
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Potential improvements to this attack were suggested by the authors, most intriguing being
the addition of an infra red LED combined with the pre-existing one on the keyboard [61].
This would allow IR detection methods to be used, possibly reducing the effect of a noisy
environment, depending on conditions. It would also be entirely undetectable to the naked eye.
The authors noted that while on the topic of physical modification on the keyboard even more
effective measures could be put in place, even suggesting encrypting and compressing the serial
connection data before transmission through the LED, improving efficiency and preventing a

third party snooping on the established covert channel.

While both of the above attacks make use of photosensors to detect changes in emitted light,
to help reconstruct an image thereafter, other methods making use of optical equipment to im-
prove on the standard shoulder-surfing type attacks can be implemented with more widespread

photographic and telescopic tools.

3.2.3 Image capture from reflections of a computer display

Greatly expanding on the most straightforward form of optical attack; imaging of a computer
monitor directly, work has been done on recovering information from reflected images of the
monitor found in various objects around the screen, including a human eye [6]. The attack
makes use of low-cost consumer-grade digital SLR photographic and telescopic equipment; cheap
refractor and Newtonian telescopes, easily available to any potential attacker, allowing the
recovery of images from distances of up to 10 metres, while a much more expensive high quality
Newtonian telescope can be used to capture readable images of large font and pictures from 40
metres away. It should be noted that this telescope, apart from being prohibitively expensive,
is very bulky and heavy and it is unlikely that a set-up such as this could be implemented in a

real practical attack.

Experiments using the low-cost equipment produced good results from objects with large,
smooth surfaces. The best results were from teapots, from a distance of 10 metres the 18
pt font of the test image was readable in two of the three teapots tested, notably the two suc-
cessful recoveries were performed on clear glass teapots filled with dark tea, perhaps providing
a good contrast that increased image clarity [6]. Most impressively, from a distance of 5 metres,
it was possible to recover 12 pt font from a reflection of an open word processor document.
Other objects that were found to reflect usable images, with readable 18 pt font from 5 metres,

included;

e Wine glasses
e Spectacles, even if they had anti-reflective coating

e A metal spoon

The authors found that images taken from outside when temperatures differed greatly were
affected by air currents around poorly insulated windows which caused blurring in images

taken using longer exposure times. They suggested that this could be circumvented by taking
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multiple short exposure pictures and then combining the best images to produce a single sharp

image, a technique used in astrophotography.

Smooth reflective surfaces were vital to recovering a good image, since it was found that the
uneven surface of a plastic bottle meant that the image produced was somewhat distorted and
some text was unreadable [6]. Also tested was the reflection of a paper A4 print on a teapot
situated adjacent to it, from a distance of 5 metres. This produced an image which contained
readable 10 pt font. The authors had some difficulty extracting a usable image from a human
eye due to motion blur caused by eye movement, due to the reflection being quite dark long
exposure times are needed, these factors combined place a limiting factor and made a practical
attack using a corneal reflection impractical, as can be seen in the left image of Figure 2. They
did note, however, that the cornea had excellent reflective properties, and found that “ideal”
pictures taken from close by produced highly readable images limited only by the resolution of

the imaging equipment being used.

After analysing the results of their experiments the authors found that limiting factors for this
type of attack came in two main forms, the angular resolution of the optical device being used,
that is to say the minimum aperture needed to capture the full resolution of the image, and
the exposure time of the device, which adversely affected image sharpness when imaging a

non-static object [6].

This attack was followed by an improvement published a year later [7]. The authors made
reflections taken from a human eye their focus, due to the certainty of an eye being in the
vicinity of the display of sensitive information. The equipment used in this experiment was of
a lot higher standard than what was used in the experiments conducted a year previously, an
astrophotography camera was used which cost 7.5 times as much as the DSLR, and a better
quality telescope with a larger diameter, which was also smaller than the smallest Newtonian
telescope used in the first low-cost experiments in the previous paper. Improved image quality
in these new experiments was partly due to the higher quality of equipment used, but also due
to the application of an image deconvolution algorithm, the Richardson-Lucy deconvolution,
which was needed due to the very small depth-of-field given by the telescopes. This tends to

produce blurry images if the correct focus is not found with a small margin of error.

The algorithm works by calculating the most likely pixel value from a known point spread
function (PSF) and the value of the observed pixel, from the blurred image [7]. The PSF can
be measured both before an attack, or during. Using a series of PSFs measured before the
attack has the benefit of allowing for more accurate measurements and is able to produce very
high quality images for static reflections, however, the method performs poorly when motion
blur is present. The other method makes use of a reference point of light during image capture
to extract the PSF. This provided a much better quality of image when used for image retrieval
from a human eye, the authors also noted that reference lights for PSFs could come from a
number of likely sources in a practical attack, such as status LEDs on electronic equipment, or

a light source viewable in the background.

Using the above methods the authors were able to retrieve just about readable 18 pt text from

an image reflected in a teapot from 30 metres away [7]. They were also able to retrieve an image



CHAPTER 3. OPTICAL EMANATIONS 33

Figure 2: Comparison between two methods of optical reflections attack.

The older attack is on the left, taken from 3.5 metres [6] and the newer attack is on the right, taken from 10 metres

(71

from a human eye, taken at 10 metres. Figure 2 demonstrates just how much more powerful
the new attack method is, achieving readable 36 pt font, a vast improvement over the previous
version of the attack for reflections from a human eye, which managed 150 pt font from 3.5
metres away. Of particular interest is the bright light on the right hand side of the image on the
right. This point of light was used for the PSF and subsequent deconvolution and was also taken
from the eye itself, showing how other common light sources, such as desktop lamps, can aid
an attacker. Furthermore, limitations of this attack were primarily derived from the equipment
used, with focussing issues and the size of the image sensor in the camera the major limiters.

Improvements in the equipment used may increase the power of this attack even further.

The authors also applied their advanced image deconvolution algorithms to diffuse light reflec-
tions on a wall. They found that using a privacy filter on a monitor actually improved their
ability to reconstruct an image [7]. However, upper bounds calculated from their experiments
suggested that the attack could not go beyond recognising rough shapes of large symbols on
screen. Countermeasures suggested by the authors made mention of the possibility of using
notch filters to block out specific wavelengths of emitted light from the monitor, since TFT
monitors produce a very narrow spectrum, but such filters are expensive. This countermeasure
may warrant some further research though, as the alternative countermeasures, such as blocking
all potentially hostile line-of-sight zones to areas where sensitive information is to be displayed,
even without direct line-of-sight to the screen, may be too much of logistical issue to implement

effectively.

The attack makes use of powerful telescopic equipment, but, while being obtainable, such equip-
ment may be too unwieldy to implement in certain scenarios. Other attacks have demonstrated,
however, that smaller, lower quality, imaging equipment is also capable of recovering sensitive

information from smaller distances and can be brought to bear to attack plaintext data input
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autonomously.

3.2.4 Automated shoulder surfing

Observation of keyboard input is a potentially powerful avenue of attack. Work on automated
recovery of typed text, captured by a low resolution camera with line-of-sight access to a
keyboard, has shown that this is indeed feasible with low cost equipment [8]. The attack works
by word prediction through keystroke recognition; analysis of a video relay can determine the
area of the keyboard covered by the typist’s hands and when a key is pressed and where,
including the space bar, which helps differentiate when a new word is being typed. Combining
this with language analysis and error correction allows the generation of multiple interpretations
of the typed text, each word ranked by likelihood. While recognition rates for such an automated
attack may not be good enough, around 60% of correct words made it to the top 5 most likely
words, to identify exact inputs such as passwords, such information can be determined by a
trained human observer, with the automated portion of this attack showing great potential for

use when transcribing large portions of sensitive text, such as a document or email.

That the attack was implemented with a simple, cheap webcam shows that even consumer-
grade optical equipment is capable of supporting such an attack. Higher-end cameras and
long range optical devices would allow an even greater range for the same attack, perhaps
also increasing accuracy of keystroke recognition through better quality imaging. Such camera
equipment is easily obtainable and is capable of capturing high quality images, enough to enable

reconstruction of sensitive information, or even a physical key, with line-of-sight access.

3.2.5 Long and short range photographic duplication of a physical key

Though not strictly compromising protected data, one very interesting attack, powerful through
the ability to conduct it from long distances, has been performed using photography to take
pictures of physical keys, and attempting to replicate them from the images [58]. This works
because the notches on keys are made to manufacturer-specific depth and location codes. The
authors were able to design a semi-automated method of retrieving key notch codes from popular
brands of keys, and were able to do so using a camera with a telephoto lens from a distance of
close to 60 metres. They also tested a mobile handset camera from a close distance to the key,

and found they were able to extract key notch code information and replicate keys successfully.

This attack clearly demonstrates the continued relevance of optical surveillance tools, and their
potential applications for compromising the confidentiality of protected information and the
increasing security threat posed by camera phones. Whether relying on physical security, such
as controlling physical and line-of-sight access, or information security, encrypting documents
and emails, sensitive information must be protected from optical attacks arising from targeted

surveillance.
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3.3 Optical attacks and surveillance

3.3.1 Future technology for attacks

All of the above attacks have one major aspect in common, their success rate for information
retrieval from a distance is limited by their equipment. If custom-made equipment for long range
attacks could be developed and tested, large sensor cameras with autofocus as an example, it
would be very interesting to measure the improvements over the equipment used in previous

experiments.

Such expensive equipment is not needed for attacks conducted in close proximity to the target
however. Mobile phone cameras are increasing in quality each year, and are not limited to taking
static photos. Consumer demand is pushing mobile phone technology forward at an astonishing
rate, the image quality coming from recent camera-phones is beginning to rival contemporary
point-and-click cameras. On top of this, future technologies currently in development will be an
even larger improvement in image quality from current camera-phones [12, 44]. If the developers
of that particular technology can deliver what they claim then high quality static and video
imaging surveillance capability could end up in a conveniently small, non-suspicious form, a
legitimate and legal electronic device which also has the ability to transmit data, in the hands
of anyone with enough money to buy one. Tools like this are sure to make close proximity

shoulder surfing attacks far more powerful then they are today.

3.3.2 Potential methods of defence for today and the future

Defences against the attacks covered here present a challenge. Optical attacks against a com-
puter are an attractive target since information flow from the monitor to the user, or from the
user to the keyboard, must by necessity be in a human readable format, easily understandable

to anyone viewing it.

The act of inputting something that determines the security of sensitive data, such as passwords
or PINs, in plaintext form is a serious limiting factor for implementations of secure systems.
Because of the ramifications of shoulder surfing attacks on these types of inputs research has
gone into the development of alternative user input systems, specifically designed to be resis-
tant to this more basic form of optical attack. These include novel methods such as selecting
characters from a virtual keyboard using gaze tracking systems [56], graphical based systems
with hard to detect user selection procedures [74] and PIN entry on shuffling virtual keypads
[67]. However, these methods are primarily designed for password and PIN input, which is fine
for an ATM transaction, but it does not protect the secrecy of data being displayed. As long as
an attacker has line-of-sight access to the display they will be able to recover the information
being input and output. Even without line-of-sight access, images of reflections of the display

can be recovered from reflecting objects that the attacker does have line-of-sight access to.

Perhaps the most obvious defence is to avoid accessing information that the user wishes to keep

secret in a place where such attacks are possible, but this presents restrictions on the user for
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access to potentially vital services. Wearable “video eyewear” may be a possible solution [89],
when such products get cheap enough for widespread use, but this of course also requires a
mobile/wearable computing device and input peripherals. So called “privacy filters” are widely
available [1, 46], which manufacturers claim to reduce the ability of others to shoulder surf by
reducing the angle that a screen is readable from the side, but there is no literature available
about how they fare against long range attacks, or whether screen reflections are still present
and exploitable. Notch filters were mentioned by Backes et al. [6], but were deemed to be

unsuitable due to cost and low availability.

Defence by blocking all potentially hostile line-of-sight to the computer and user presents a
security /availability trade-off, this may indeed be fine and easy to implement when accessing
sensitive information from a fixed location, such as when using a desktop PC, but when access
is needed on the move, in locations where the user has little control over line-of-sight access or

trust in their surroundings, optical attacks can become very difficult to defend against.



Chapter 4

Acoustic Emanations

This chapter covers attacks exploiting acoustic signals. A short introduction adds some back-
ground context, while the main content is divided into two sections; emanations from keyboards
and emanations from computer processes. The entire development of acoustic keystroke recog-
nition attacks on keyboards is covered comprehensively, and information leakage from computer
processes and their potential applications is also discussed. Finally, the use of acoustic emana-

tions for surveillance purposes is explored, with potential attack and defence methods offered.

4.1 Introduction

Virtually all mechanical processes of sufficient magnitude, and in any environment that will
allow it, emit sound. Sound as a wave carries information in the form of frequency, wavelength
and amplitude which can be measured by audio capturing equipment such as microphones. Tra-
ditional methods of covertly retrieving information acoustically mainly dealt with listening bugs
or wire tapping to collect spoken intelligence, but it has been noted in the past that bugs could
be used to exploit compromising acoustic emanations [66] and there is anecdotal evidence to
suggest bugged mechanical Hagelin cipher machines allowed decryption of produced ciphertexts
through knowledge of the secret key, which was gained by analysis of the acoustic emanations
transmitted to analysts via the bug [93]. Acoustic intelligence is certainly of value in the mo-
dern world as well, it is grouped under the larger umbrella term of MASINT (Measurement
and Signature Intelligence) [33]. For obvious reasons, next to nothing is known about the tech-
nological surveillance capabilities of the organisations that collect such intelligence. However,
academic interest in the area has grown over the past decade and a number of attacks have
been presented at conferences and published in journals. This work has shown that acoustic
emanations from human-computer interaction and computer processes can yield compromising

information if used correctly.

37
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4.2 Emanations from human-computer interaction

The distinctive sound of someone typing is something that a lot of people immediately think of
when considering how we, as humans, interact with machines. But by recovering the acoustic
signals of each keystroke and applying statistical pattern and language analysis techniques it is
possible to accurately reconstruct what a person is typing. The most powerful acoustic attacks
presented academically have been against keyboard input, and the potential application of such
an attack for capturing login details and other secret information recovery autonomously to be

used in the wild is very real indeed.

4.2.1 The first acoustic attack against a keyboard

The possibility of acoustic emanations from keyboards being used to identify keystrokes was
first investigated by Asonov and Agrawal in 2004 [4]. The basic premise of the paper was that
computer keyboards, and telephone and ATM keypads, could have keystrokes identified based
on the sound emitted when each key is struck by profiling these sounds using a neural network,
effectively “training” it to recognise keystrokes. This method was chosen due to neural networks

having been successfully used in audio recognition-type experiments.

To begin with, the authors had to determine how they would train the neural network to
differentiate keystroke sounds [4]. This was achieved by selecting a segment, from a fast Fourier
transform of the raw audio capture, of a keystroke that best represents it and labelling it with a
value that represented that particular key. By visually analysing the direct frequency spectrum
of a keystroke it was found that the sounds produced comprised of two distinct peaks, the
first being caused by the key being pressed down and the second by its release. Since the
release peak was substantially lower it was decided to use the first “push” peak. Upon further
examination of the push peak, however, it was discovered that there were two further peaks,
separated by a short interval. Figure 3 (left image) shows how an acoustic keystroke signal
can be characterised into distinct peaks. These peaks were found to correspond to the typists
finger first touching the key, a short interval, and then depressing it, causing the key to hit the
keyboard supporting plate, both actions causing the plate to vibrate. It was found later that
selecting one of these extra peaks caused an increase in the rate of recognition, so the authors
decided to make all further representative selections from the first “touch” peak, as this was
found to be better expressed in most keystrokes samples. Furthermore, each touch peak was

also found to be visually distinguishable from those of other keys.

The neural network was then trained with 100 keystroke samples, touch peaks being the re-
presentative labelled feature [4]. The authors tested the network by attempting to differentiate
between two keys, “k” and “1”, which are adjacent to each other on a QWERTY keyboard,
with audio samples recorded from a standard omni-directional microphone from a distance of
less than a metre away. It was found that the neural network had a high recognition rate,
with only one error every 40 keystrokes. They then decided to test the effect of distance on
recognition rate. Using a parabolic microphone from a distance of 15 metres, in an environment

with background noise too, they were able to achieve the same recognition rate as before. After
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this, samples of multiple keys were tested from each of the following 30 keys from a QWERTY
keyboard;

e From the “q” key across to the “p” key
e From the “a” key across to the “;” key

e From the “z” key across to the “/” key

These keys, chosen as representative of the text area of a QWERTY keyboard, were tested
against 300 keystrokes. The results showed that the keys were definitively recognised 79% of
the time, and identified 7% of the time as a second choice, and 2% as a third. In just 12% of

the tests was the key not recognised.

Next, the authors decided to test the possibility of using a neural network trained on one
keyboard to recognise keystrokes from two other keyboards of the same type [4]. The results
of this experiment showed that the recognition rate was vastly lower than the preceding tests,
with only 52% of the four guesses offered by the neural network being correct for the first
new keyboard, and 50% being correct for the second new keyboard. The authors noted that
these results may still be useful in password snooping, as they could significantly reduce the
computational effort of a brute force attack. The last experiments with a computer keyboard

by the authors involved typing with variable force and variable speed.

As the preceding experiments had been testing against one finger typing with consistent force
when testing against variable force keystrokes the results of the test were predictably poor [4].
However, it was found that if the neural network was trained with variable force samples it
would achieve recognition rates that were almost as good, one error every 20 keystrokes, as the
consistent force rates. As for typing speed, which the authors conceded was very important
in considering practical applications of this attack, an experiment was carried out with the
neural network being trained on one person, and then tested against keystroke samples from
three different people who were free to use any typing style on the same keyboard. The results
showed that though there were more errors in key recognition, typing style only slightly affected
recognition rates, and that a neural network trained on one attacker for use against other people

with different typing styles could possibly be developed into a viable attack.

The authors then decided to investigate why keystrokes produced different sounds. By exami-
ning the structure of the keyboard they had been using to train the neural network, they found
that removing keys from the area of tested keys, in this case “k” and “1”; did not affect recogni-
tion, and that swapping the keys around resulted in recognition of “k” as “1” and vice versa [4].
They deduced from this that sound features were not a result of the surrounding environment of
the key or differences in the structure of the keys themselves. They then decided to investigate
the effect of the keyboard support plate on key recognition by cutting the plate around each key
so only a small section of plate remained. Subsequent tests revealed that the neural network
was unable to recognise keystrokes. The authors concluded that the support plate acts as a
kind of drum, resonating when a key is touched and giving out identifiable acoustic emanations
depending on where on the board the key is located. As a result of this the authors suggested

the following countermeasures;
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e The use of silent keyboards made of rubber
e Touch-screen keyboards or virtual keyboards

e Traditional mechanical keyboards that use a support plate material that does not conduct

vibrations that give out acoustic emanations

e A design that does not involve placing all the keys on one plate

Further experiments on other types of keypads yielded interesting results; notebook keyboards
were found to be less vulnerable, with an error rate of two keys out of 20, and both ATM and
telephone keypads were highly vulnerable with all test keystrokes being recognised [4]. It was
also found that a neural network trained on one telephone keypad could be used to recognise
keystrokes from other pads of the same type, but recognition rates would be lower, and could

vary greatly from keypad to keypad.

4.2.2 Improvement by automation of feature recognition

Soon after the work by Asonov and Agrawal, a variation of their method was devised and
implemented by Zhuang et al. [95]. The authors of this paper argued that the need to manually
label training samples prior to testing was a greatly limiting factor to the seriousness of the
attack, and that their method allowed, in real time, after calibration, high rates of keystroke

recognition;

e 90-96% of characters
e 75-90% of words from typing in English

e 90% of random characters

These recognition rates being achieved with a statistical model trained from 10 minutes of audio

taken from the target and 30 minutes of computation time on a desktop computer.

The same source of acoustic emanations chosen in the experiments of Asonov and Agrawal,
that is to say the sound made when a finger touched the key, was used to determine if an
improvement over the use of fast Fourier transforms for feature recognition could be found.
The authors found that they could greatly improve recognition rate by using cepstrum features
extracted from a larger sample, one which covers the entire push peak, produced by a finger
both touching the key and the key hitting the support plate after being pushed down [95].
Figure 3 (left image) shows how much more information a signal can contain if the “hit” peak is
also taken into account. This procedure could be automated by extracting the features from the
first 40 milliseconds of audio capture from each signal, keystrokes automatically being detected
by energy levels calculated from the sum of all fast Fourier transform coefficients. Example
energy levels are shown in Figure 3 (right image), demonstrating the large spikes in acoustic

energy that allow for automatic detection after the energy reaches a set threshold. Such a
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Figure 3: Representation of an acoustic signal and energy levels of keystrokes.

Figure, merged from two separate figures, otherwise unaltered, from [95]. The acoustic signal (left) is annotated to
demonstrate the properties of the “push” peak, while the energy levels (right) indicate the trigger for autonomous

keystroke detection.

threshold may also allow for the calibration of an attack system to optimise signal detection in

noisy environments.

Next, the recognition phase; the authors clustered the recording data into 50 classes, this
amount was chosen as it was greater than the 30 keys being sampled which allowed more
information to be captured but also made the system more susceptible to noise [95]. To de-
termine keystrokes by class values the authors used a hidden Markov model (HMM), with the
Expectation-maximization algorithm to define class parameters, which could be improved by
manually setting space bar classes, which make a distinctive sound, in the HMM output ma-
trix. The Viterbi algorithm is then used to find the most likely sequence of keys. Manually
setting space bar classes, however, is not strictly necessary as enough runs of the Expectation-

maximization algorithm with random initial values can still achieve good results.

After this stage error correction is implemented. This is done by a simple spell checker and a
statistical model of English grammar combined into a HMM [95]. Recognition rates can then
be vastly increased using a feedback method. This is done by choosing words with less than
a quarter of their characters being corrected in the previous step, since these words are more
likely to be correct. They are then used as labelled samples and run through the recognition
phase again, with the output going through error correction. The process can be repeated until
error correction yields no significant improvement and the quality of classes can be determined
by the level of error correction they require. It is important to note that when identifying
random keystrokes a language error detection system is still used, but solely for the ability to
improve subsequent character recognition, it is not applied when checking for passwords. The
authors considered using probabilistic neural networks, linear discriminant classification and
Gaussian mixtures to identify words that would be passed through the feedback stage. Their
results found that using simple linear discriminant classification gave the greatest recognition

rates.

The authors were then able to implement their attack model in a practical setting [95]. All

experiments were conducted in lower case with all letter keys, comma, full stop, Enter and



CHAPTER 4. ACOUSTIC EMANATIONS 42

Space being used, the authors make no mention of how far away from the keyboard their micro-
phone was but given that Asonov and Agrawal’s experiments using a simple omni-directional
microphone were performed from less than a metre away, this was most likely the case in these

experiments too.

The first experiment was performed to see how effective their method was against one keyboard
typing different texts in different environments [95]. They recorded four sets of recordings; two
in a quiet environment and two in a noisy environment, each set being typed copies of different
news articles. The results of this experiment are summarised above, with all characters from
each set being recognised at least 90% of the time. One thing to note is that they found that their
keystroke detection algorithm sometimes failed, requiring manual correction. They did however
leave one set without correction to compare with the others. Each set underwent three iterations
of the feedback process. The language error detection stage was also applied and compared with
recognition rates where it had not been used. This stage greatly improved recognition rates of
words, on average a little less than a third better compared to no language error detection. It was
also found that noisy environments negatively affected recognition rates, but increased feedback
iterations reduce the recognition rate gap between environments. Interestingly, it was found that
the recognition rate of the set that did not undergo manual correction was negatively affected,
but still achieved a human readable level of keystroke recognition. The authors determined,
by analysing differing lengths of their recorded sets, that at least 5 minutes of audio should be

used to attempt keystroke recovery.

Next, the authors looked at the efficacy of their method on other models of keyboards; of
differing age, brand and method of connectivity, by typing one set text, the same for each [95].
Though this experiment was affected by high levels of background noise they found that these
keyboards were just as vulnerable to attack as the first. Finally, the authors tested the ability
of their method to detect random passwords of varying length; 5, 8 and 10. For each of the
500 random password trial attempts lists were produced that presented all possible passwords
detected by the method, the most likely being at the top of the list, allowing an attack that

attempted each password in turn. On average;

e 90% of 5 character passwords were found within 20 trials.
e 77% of 8 character passwords were found within 20 trials.

e 69% of 10 character passwords were found within 20 trials.

Furthermore, 80% of 10 character passwords were found within 75 trials. This demonstrates that

the attack obviously has great potential to reduce the work effort of brute forcing a password.

Suggestions by the authors for improving the attack included developing methods for recognising
use of special keys, such as Shift, Backstroke and Caps Lock [95]. They also suggested that
the attack could be expanded to other languages, or even to detect implementation-specific
use of language such as when writing software. Further development of models for the error
detection and feedback stages could also be of interest, with the authors mentioning hierarchical

HMDMs to consolidate the separate models. It was also suggested that advances in improving
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signal-to-noise ratios in other fields of signal processing may find an application with this type
of attack. As for defences against the attack, they highlighted that physical security played
an important role, making sure that if one needs to use a computer for accessing or typing
sensitive data, to do it in a secure environment, but that the most important lesson was that
reliance on typed single factor authentication, especially when that single factor is weak such

as a password, results in increased vulnerability to this type of attack.

As noted above, recognition rates were much higher when utilising language analysis and cor-
rection. Another attack exclusively uses such techniques to reconstruct likely typed words from

keystrokes, achieving real time recognition from acoustic emanations.

4.2.3 Implementing a practical dictionary attack

The latest published paper to deal with acoustic keyboard emanations covers the application of
statistical analysis to keystroke noise on the principle that location of a key relative to previous
keystrokes leaks information via differences in sound, and the method uses this information to
determine the most likely candidate for the password from a pre set dictionary of English words
[14]. The authors decided to develop this method of attack after coming to the conclusion that
Asonov and Agrawal’s method, which needed careful labelling of audio samples, and Zhuang et
al.’s method, which needed 10 minutes of audio recording and 30 minutes of computation on
a PC to self-train, required too much time on the part of the attacker to be implementable in
a real attack. Subsequently, they designed their method to be able to function against only a
short audio recording of keystrokes and require less than 20 seconds of computation on a PC

per word.

The authors used the sound of each entire keystroke, which constitutes both the push peak and
the release peak, as the signal to be processed [14]. Keystroke recognition was performed much
like in Zhuang et al.’s paper, with raised energy levels determined by the sum of fast Fourier
transforms, except that this time two main peaks, push and release, are extracted and kept to
measure similarity between keystrokes. In this attack, similarity needs to be measured in order
to determine key location, and therefore identity, relative to the previous key. Similarity of
acoustic features gives an idea of how close the two keys are; the higher the similarity, and the
closer the keys should be. Three methods were trialled for testing similarity; cross-correlation,
fast Fourier transforms and cepstrum analysis. These were rated by their “Precision” and
“Recall” rates, metrics introduced by the authors to compare the classification of similarity
values into predicted key location relative to the true value of the word. This is shown later by
extracting “constraints”, the degree to which two keys are located to each other categorised by

distance, based on the similarities of their acoustic features.

In addition to these trials, the authors also experimented with how best to utilise both press and
release peak similarities to make a matrix of the values, by measuring rates from five variations
of similarity output; press only, release only, the minimum of the two values, the maximum,
and the mean [14]. They found that the best precision and recall rates were achieved by using
a cross-correlation function to produce the similarities of the press and release peaks, which

were then output to a single matrix by the mean-average function. The authors then had
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to find a method to infer the constraints from the similarity matrix. They apparently tried
many methods, and arrived at one of their own devising, citing its ability to produce balanced
precision and recall rates, called the “BestFriendsPickPolicy”. The policy works by separating

keystrokes into one of four classes;

e “EQ” — the same key
e “ADJ” — one of the keys adjacent
e “NEAR” — a key a maximum of two keys away

e “DIST” — any key more than two keys away

These classes were based on keystroke similarity ranked for each other keystroke in decreasing
order. For example, if keystroke 1 was ranked as number one in the similarity matrix row for
keystroke 2, they would be called “Friends”. If keystroke 2 was ranked number one for keystroke
1 as well, they would be called “Best friends”, and could be inferred to be equal to each other,
EQ, since the sound would most likely be coming from the same key. For lower rankings a lower
classification would be issued. The authors tested this policy across three separate keyboards

and found that precision and recall rates were generally consistent.

The last stage in the attack requires the constraints to be evaluated against the attack dictionary
to produce a list of possible passwords, ordered by likelihood of correctness [14]. This is done
by selecting a single letter and evaluating its constraints against a table of EQ, ADJ, NEAR
and DIST keys relative to the position of each key, which in this case is our chosen letter. This
allows the selection of dictionary words with matching constraints as those demonstrated for
the letter. To perform this operation for multiple letters a Boolean matrix function can be used

to evaluate multiple constraints simultaneously.

27 words were tested, with lengths of 7 to 13 characters, each word being typed on three different
keyboards and processed seven times [14]. They categorised effectiveness of each attempt by
ranking the place of the true password within the list output by the attack method. Overall
they found their attack placed the correct password within the top 50 potential passwords 73%
of the time. The authors found two main influential factors of the success of their attack.
Firstly, character repetition greatly increases ranking of the correct password, with 90% of
words with two or more EQ constraints placing in the top 25. They found that this seemed to
correlate with the observation that EQ constraints produced the best precision and recall rates.
Secondly, that word length appeared to have a positive effect on the ranking of the password.
They theorised that the greater number of constraints given by longer words could increase the

chance of attack success.

The authors concluded by suggesting that their method was capable of producing an effective
dictionary attack password cracker based on acoustic emanations [14]. They identified the
possibility of refining the attack by improving on the statistical methods they employed, and
also of incorporating inter-keystroke timing into the attack. It was also acknowledged that
to make this attack stronger in the real world the ability to distinguish Shift-key keystrokes,

punctuation marks and numerical digits would need to be implemented.
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4.2.4 Possible future implementations and variations

Taking inspiration from the methods described above, student projects dealing with acoustic

emanations of keyboards have indicated areas for possible development of further attacks.

One project [43], drawing from previous work in person-specific keystroke characteristics [13]
and the acoustic keyboard work of Asonov and Agrawal, and Zhuang et al., looked into de-
veloping a small scale user authentication system based on combining inter-keystroke timing
characteristics with acoustic keystroke emanations. Though not accurate enough to employ as
a user authentication system, with a false accept rate of, at best, 12.9%, the ideas presented
may find use in surveillance settings, in situations where it is impossible to get an image of a
user or identify them by other means, and identification is required beyond the recorded use of

login details.

Another project dealt with keystroke identification through triangulation via two microphones
[37]. The students were able to differentiate between keystrokes some distance apart with high
accuracy by clustering keystroke data by the difference in received time at each microphone.
The accuracy of keystroke recognition decreased the closer the two keys were, however. This
method could be viewed as a variation on the work done by Berger et al. [14], instead of
identifying key location by acoustic similarities produced by key location on the plate, it is
done by differences in time taken for the sound to be received by two separate microphones.
This raises the possibility of a functional version of the proposed triangulation attack by using
the same type of statistical language and key location techniques employed by Berger et al.,

applied to keystroke distance clusters instead of frequency peaks.

Attacks against keyboard input perfectly demonstrate the difficulty in protecting secret infor-
mation that has to be accessed or transcribed using plaintext data input. This factor readily

lends itself to surveillance techniques, as will be discussed later.

However, keyboards are not the sole focus of acoustic attacks, with some work also being done

on emanations from PCs.

4.3 Emanations from computer processes

To a lesser extent, acoustic emanations from computational processes can also reveal information
to an attacker. Though it is generally limited to identifying computationally intensive activity
and processor instructions, it is possible to use known acoustic signatures as a covert channel

for the relay of small amounts of sensitive data.

4.3.1 Acoustic signatures from RSA signatures and processor instruc-

tions

Firstly, Shamir and Tromer have shown how, as a proof-of-concept presentation, computer
processing components can leak basic information through acoustic emanations [76]. By mea-

suring acoustic signals from an open PC case with the microphone 20 cm away, they were able
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to identify x86 “HLT” instructions through analysis of a spectrogram of the captured audio.
By solely running GnuPG, specifically an RSA signing operation with a large key, they were
able to identify when signing started and stopped, and even identify the two exponentiation
stages of RSA using CRT. They also found that different RSA keys produced different audio
signals, with distinctive emanations for each modular exponentiation, when signing the same
message. When investigating the source of these emanations the authors found that freezing
the capacitors on the PCs motherboard during another type of CPU instruction produced a
great deal of noise in the signal for the rest of that instruction, indicating that these capacitors

were responsible for the distinctive acoustic emanations.

4.3.2 The potential for a covert channel

Continuing on from the work by Shamir and Tromer, some related work has been published
replicating and extending the attack, investigating the feasibility of using acoustic emanations
from a practical attack perspective [59]. The authors were first able to replicate Shamir and
Tromer’s findings with respect to differences in RSA audio signals from capacitors on the mo-
therboard of the PC being tested. By using a more powerful modern processor they were able to
select the clock speed for the operation of test CPU instructions. They found that instructions
at higher CPU speeds produced acoustic emanations of a lower amplitude, up to 2.4 GHz, where
no signal was detected, which the authors conceded may be a result of the shortcomings of the
equipment used. The authors reasoned that this confirmed the observation that the source
of the emanations were indeed the capacitors, and that higher clock speeds caused increased
voltage across them which lead to physical movement between the capacitor plates, and thus
an acoustic signal. The authors also investigated the possibility that acoustic signals could be
used as a covert channel for data transmission in the form of distinctive emanations from four
processor instructions. These four signals could be interpreted as data in quaternary form, an
extension of the possibility of using two signals to transmit binary data. In an experiment, the
authors used a keylogging program to transmit quaternary data at 2 seconds each keystroke,
using a wireless camera/microphone fitted into the PC case. They noted that the low data rate
and conspicuous noise of this method mean that it would not be suited to real time eavesdrop-
ping, but should be useful for relaying specific captured keystrokes, such as login details, to be

captured remotely.

From the published work available it seems that acoustic emanations from processors have yet
to constitute a viable threat against cryptographic implementations. The most practical attacks
from a surveillance point of view would seem to be those demonstrated against keyboards, and

there are interesting ways they can potentially be carried out.
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4.4 Acoustic emanations and surveillance

4.4.1 Potential methods of attack

The attacks discussed above are currently the most developed of their kind that have been
published openly. Concrete evidence of modern attacks on security systems through the use of
acoustic emanations is few and far between. There have been a couple of cases reported in the
media though, news of UN officials having conversations being bugged through mobile phones
[10] and of the same technology being used against members of organised crime gangs [21]. This
type of technology is also available commercially [39]. However, this is merely surveillance of
conversations. One interesting avenue of attack could be to combine the surveillance capabilities
of a mobile handset with the acoustic attack methodologies outlined above, using the handset’s
microphone to relay acoustic signals back to a receiver. The signals can then be taken and
stored for later analysis, or passed on to a PC or laptop and processed in real-time, using
improved implementations of the signal processing and analytical methods developed above,
making for a potent remote attack. The ubiquity of mobile handsets, the lack of suspicion they
arouse and their increasing build quality and data transfer capabilities make them a potentially
excellent method of collecting acoustic emanations covertly, either by maliciously infecting
a target’s own handset, or placing one near the target’s computer. Previous work on the
audio capture capabilities of handsets combined with methods for environment classification [62]
could be developed into advanced automation of signal filtering for improved clarity of acoustic
emanations captured by the types of microphones used in handsets. Laptop microphones are
also a promising target, as has been demonstrated [36], but they may be redundant for direct use
against a target, since the laptop would need to already be compromised with malicious software.
The wireless microphone used by Lemay and Tan [59], or the parabolic microphone used by
Asonov and Agrawal [4] are other alternatives to these types of technologies, sometimes sold as

hobby “spy kits”, they are well within the ability of any determined attacker to implement.

The limitations of acoustic attacks must be underlined however, the most effective attack inves-
tigated utilises statistical properties of the English language to generate possible lists of words
typed. This is fine for predicting dictionary passwords, but these are weak forms of authen-
tication anyway, and over the past years great efforts have been made by security experts to
convince users not to use bad passwords. Any security savvy target worth his or her salt will
most likely already use strong alphanumeric and symbol passwords, for which the properties
of the English language cannot be used to predict the content of. If access to a secured sys-
tem is not desired though, the attack would be an excellent way of determining the content of
outgoing encrypted emails and typed documents. The high random character recognition rates
achieved by Zhuang et al. required previous audio capture and computation time of data from
the target [95], but if this can be achieved before input of the desired password even a “strong”

alphanumeric password can be determined with high accuracy.
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4.4.2 Potential methods of defence

Coming up with adequate countermeasures against these types of attack may not be so simple.
Changes to keyboard design would only be effective for an individual or an organisation with the
funds to implement custom made equipment. This countermeasure is unlikely to find its way to
the general public unless keyboard manufacturers are mandated by law or security standards,
or find some economic reason to improve the design of their keyboards. Accessing sensitive
systems and typing sensitive documents within a special room designed to eliminate acoustic
attack capabilities could be effective, but would most likely turn into a logistical nightmare.
Doing the same in an environment surrounded by random noise of a higher amplitude then the
emanations produced may introduce noise to make the acoustic emanations unrecoverable, but
would be distracting to the user, and if that environment were a public place it would likely

open up an avenue for optical attacks.

These attacks show great potential to become more powerful in the years to come, especially
when taking into consideration the growing capabilities of mobile computing platforms such
as smartphones, and their development may yield some exciting developments in the security
of human-computer interaction, as traditional methods, such as dedicated audio bugs, become

less suited to emerging threats.



Chapter 5

Discussion

Having reviewed the development of published attacks utilising exploiting compromising ema-
nations, it is important to put this knowledge into context with their potential application for
surveillance in the real world. This chapter intends to do just that, and addresses the aims
set out in the introduction of this project. Firstly, the applicability and limitations of these
attacks are considered, and their practicality assessed. They are related to current security
trends and possible implementations of emanation surveillance, using various sensor technolo-
gies, are discussed. Finally, new directions in the research and development of signal processing
and human-computer interaction methods, which may in future be relevant to these attacks,
are examined, and possible security implications of surveillance technology deployment are ex-

plored.

5.1 Current considerations

5.1.1 The current status of these attacks and their technical limita-

tions

The compromising emanations reviewed here have obvious applications for immediate use in
conjunction with surveillance tools. Their power stems from the exploitation of ubiquitous
methods of data input and output, namely keyboard and information display use. The sources
of these emanations are common across such devices; LCD monitor video cables and keyboard
design are generally the same across makes and models, which increases the applicability of
these attacks. Furthermore, the requirement of input and output data, using keyboards and
displays, to be human readable, and therefore also understandable to an eavesdropper, bypasses

the security offered by implementing cryptographic data protection measures.

To a certain extent the attacks are limited by the quality of the equipment employed. For
instance, an attacker will have to spend a lot of time optimising custom assembled radio receiving

equipment for EM eavesdropping, as opposed to using a receiver specifically designed to test
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TEMPEST standards. Optical attacks require equipment of reasonable quality to generate
readable images of screens, or need to be small and reliable enough to relay video feeds of
keyboard input from hidden locations. With regards to acoustic emanations, while none of
the microphones used in published attacks were especially expensive or difficult to obtain, the
data processing requirements of accurate keystroke recognition mean that the attack is far from
portable, requiring either a method of acoustic data relay with a high enough bit rate, or the

use of parabolic microphones, to fully realise a remote attack.

Additionally, all the attacks presented in this project require captured raw data to have a good
signal-to-noise ratio. Noisy measurements are capable of drastically reducing the capabilities
of both autonomous systems and human operators to correctly recover any desired information

from the compromising emanation.

5.1.2 Are these attacks practical, or just theoretical?

Considering the issue of practicality; for any determined attacker, the tools needed for the
successful carrying out of these attacks, at their most basic level, are readily available and simple
to implement. Telephoto and zoom lenses and good quality camera equipment, radio frequency
receivers and open source software radio tools, and embedded microphones in conjunction with
signal processing and statistical analysis tools all allow the implementation of EM, optical and

acoustic attacks.

Further increasing the threat that compromising emanations pose is the fact that adequate
defences are hard to implement in a convenient manner. For a device being used in a sta-
tic location within an organisation, for instance, securing line-of-sight access, EM shielding of
components and perhaps the room, and sweeping for bugs and prevention of employees using
personal electronic devices that could be used as such, would be fairly straightforward to imple-
ment, but time consuming and onerous for all involved, physically restricting data access that

may previously have been allowed over a local network.

Any individual could also attempt similar measures, solely accessing or creating sensitive data
in private, away from uncovered windows, using a laptop on battery power to avoid power line
emanations, using a keyboard that limits EM and acoustic emanations, or if suspecting com-
promisation of their own property, operating their computers in the presence of high amounts
of background noise. However, the level of security provided by technical and monetary backing
and physical security measures, as is found within an organisation, will still elude the individual

attempting to secure themselves against these types of threats.

Furthermore, when access to sensitive data is required on the move, effective defences become
more difficult to deploy. In public places the target has little to zero control over line-of-sight
access to a display, if a more private location is sought, they still cannot trust that this location

is secure from other forms of attack such as audio or video bugs and EM monitoring equipment.

These factors together signify that attacks exploiting compromising emanations, using published

methods, are now, even at an early stage of development, practically implementable in certain
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scenarios. If real world attacks using more basic forms of surveillance, such as covert cameras
in ATMs [9], or the bugging of conversations for intelligence gathering [10, 21], are anything to
go by, attacks based on the compromising emanations discussed here may be implemented in
the future, when simple methods of bypassing confidentiality offered by common cryptographic
implementations, such as the encryption of emails and the input of passwords as authentication

for whole disc encryption, may be desired.

5.1.3 How does this relate to the wider security landscape?

The proliferation of e-commerce and electronic data storage and access services have resulted in
an increased need for information security, and the security services provided by cryptographic
primitives such as symmetric and asymmetric ciphers. Since most openly published and stan-
dardised ciphers tend to be well designed, and able to resist logical cryptanalysis, the majority
of viable real world attacks against these ciphers will continue to be those that exploit side
channels. In turn, this results in the improvement of existing technology and the development

of side channel resistant cryptographic implementations.

Indeed, a lot of the research already undertaken within the field of side channel analysis has
been in the recently expanding area of smart cards. The push to roll out such technologies, and
other embedded systems, has resulted in the further implementation of cryptography within
consumer grade electronics. While cutting edge cryptographic methods are applied to these
new technologies, confidentiality can still be broken on the majority of current computerised
systems because of the necessity of plaintext human-computer interaction, and the information
leakage that can be exploited through targeted surveillance of such interaction. Breaking the
confidentiality of the sensitive data required for authentication and secure data access, such as

typed passwords, can therefore become a realistic aim of any determined attacker.

Traditionally, surveillance has mainly involved the monitoring of people and their actions, ga-
thering intelligence through physically observing comings and goings, and at which times and
locations. This type of surveillance, such as observation with basic optical equipment, can be
used preliminarily to identify any vulnerabilities the target may possess, or investigate poten-
tial avenues for other types of attack. In this sense, it is possible to regard any information
about the target recovered covertly as useful. Indeed, by building up as detailed as possible an
assessment of the target, an attacker can maximise the effectiveness of any further attacks they
might employ. In fact, methods of doing so are applicable for the preparation of a variety of

established attack methods, not just those of a passive nature.

For instance, traffic analysis of telecommunications data, provisioned for law enforcement and
intelligence agencies under RIPA [67], and also implementable by attackers using software and
hardware network sniffers, can be used to infer information about the target and their capa-
bilities and occurrences of the transmission of encrypted communications can indicate typical
times and methods of communication that are likely to be of interest. Social engineering, where
an attacker can persuade, coerce or trick a target into revealing relevant information about

themselves [34] is another viable method of sizing up a target’s vulnerabilities.
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The implementation of attacks based on compromising emanations is likely to simply be an
extension of the types of attacks we already see occurring in the wild; it has already been
demonstrated how they can drastically reduce the work effort of a brute force attack on even
a “strong” password. Any increase in pace of the development of technologies and methods to
exploit and defend against compromising emanations, both in research and in the wider world,
will be tied closely to the success of cryptographic implementations and their resistance to
side channel cryptanalysis. At a time when computer crime is on the increase, cryptographic
implementations are beginning to become more visibly implemented, and with greater empha-
sis being placed on security in software design, attacks following the path of least resistance,

plaintext human-computer interaction, will only become more common.

5.1.4 How can these attacks be implemented?

It has been demonstrated that the exploitation of compromising emanations can be used to
bypass the confidentiality offered by cryptographic primitives by targeting ubiquitous methods
of plaintext data input and output, with the most vulnerable security measures being passwords.
Furthermore, proven methods using easily available technology are completely passive and can
be conducted remotely, highlighting the applicability of such attacks in a surveillance context,

and their implementability by any determined attacker.

Of course, it is impossible to predict exactly how real world attacks utilising compromising
emanations will be implemented, if any recorded attacks take place at all. However, it is
possible to suggest new attack techniques by combining proven methods and technologies with

newer developments in the fields of sensor technology and signal processing.

The current capabilities of cutting edge technologies allow ELINT, SIGINT and MASINT sen-
sors to pick up communications signals and electronic, acoustic and other types of signals and
relay them on for further analysis. These sensors are employed not just in static locations but
on mobile surveillance aircraft to maintain a steady stream of intelligence used for assessing
potential targets [92]. The application of such sensors for intelligence gathering is an area of
research receiving increasing amounts of government funding, mainly for military applications,
from calls for more sensitive EM sensors [23, 29, 30], to autonomous target recognition from
optical sensors and camera networks [25-27]. Since the details of these projects and their exact
applications are restricted, the small amount of information on them can only be used to gain
a rough idea about the direction research and development of sensors for military intelligence

gathering is taking.

However, it is still possible to discuss possible methods of attacks from looking at openly publi-
shed research on sensor technology and the capabilities of consumer electronics. For instance,
the increase in malicious software surveillance tools can open up potential avenues for attack.
Mobile phones and laptops commonly have integrated cameras and microphones that could be
activated for surveillance purposes [36, 91], perhaps making use of compromising emanations
such as optical reflections, direct optical recognition of keystrokes or acoustic keystroke analysis.
They also have wireless data transfer capabilities, allowing the remote execution of such attacks

by relaying raw signal captures back to an attacker’s own device for analysis [20].
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Smart phones present an interesting dilemma; their increasing power, and the move towards
common operating systems for use with them, is cementing their popularity among consumers,
with access to emails and documents a major selling point. However, it also opens up new attack
vectors, firstly with the phones themselves, which can be infected with malware and used as
malicious surveillance tools by an attacker [17, 39, 85], and secondly by allowing on the move
access to potentially sensitive data, increasing opportunities for surveillance and other attacks.
The attraction that smart phones possess as a target for attack has already drawn attention
from not just criminals, but government organisations, ranging from clandestine attempts to
mass infect smart phones at the distributor level [83], to official government mandates cutting
off smart phone services, as a ploy for coercing phone manufacturers to gain access to encrypted
networks owned by them [11, 84]. As yet, there is no published work dealing with compromising
emanations from small devices such as smart phones, but there may be in the near future,
since these types of attacks present an attractive method for defeating any implemented data

protection measures passively.

5.2 Considerations for the future

5.2.1 Future technology and future research

With a great deal of research being conducted on improving sensor technology, EM, optical and
acoustic attacks are likely to be the first types of attacks seen in the wild. Both government,
military and consumer electronics research and development are likely to push forward the

further miniaturisation and data capture capabilities of newer, better sensors.

Research into the consolidation of data received from multiple sensors of different signal sources
for improved data acquisition will no doubt find an application in new surveillance technologies.
Systems already implementing such techniques include a maritime security surveillance network
[31], a surveillance robot designed to assist the housebound in case of emergency [94], a car park
surveillance system using both audio and video feeds to identify possible security incidents [64],
and the use of multiple video feeds to automatically extract biometric human gait characteristics
[42], and techniques are being researched that allow the use of multiple cameras to produce a
static image with a vastly increased resolution compared to the resolution of each individual
camera [28]. The issue of multiple available sensors is also highly relevant to the potential
for smart phones to function as surveillance tools, research has already been published about
the potential commercial aspects of a smart phone with the capability to accurately assess its

locality through information from its built in sensors [5].

This research may be used as the basis for developing an attack using all possible sources of
compromising emanations to accurately reconstruct data. By using multiple sources, a higher
signal-to-noise ratio could be achieved, which could allow an attack to be conducted at a greater
range. It would also allow successful information retrieval from a system only partially defended
from emitting compromising emanations, as long as one viable source of emanations remained,

an attack would still be successful.
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One other factor to consider is that both traditional surveillance and attacks utilising compro-
mising emanations require a human operator to be present, and to guarantee the recovery of
useful information an attacker would have to be able to monitor the target constantly. While
a certain degree of autonomy has been demonstrated in certain attacks, such as the automatic
recognition of keystrokes, true autonomy in the future would allow the deployment of drones or
networked sensor stations working and relaying data without the need for human interaction,

save a general system for command and control.

Obviously, such technology is beyond the resources of an everyday attacker. However, as de-
monstrated in published attacks, techniques for manual control of data recovery, using cheap,
readily available equipment, are feasible for any determined attacker to implement. The ad-
ditional exploitation of common, consumer electronics, such as smartphones and laptops and
their computational potential, can increase the power of surveillance attacks, especially if the
statistical analysis techniques required for attack autonomy were made widely available as soft-
ware code, allowing anyone with the appropriate equipment to implement an attack easily. For
example, research into the development of automatic speech recognition and translation sys-
tems, using statistical models similar to those implemented for autonomous keystrokes detection
i.e. hidden Markov models and Gaussian processes, and improved signal processing from mul-
timedia sensors, for use on platforms with lower computational power such as mobile devices

[2, 80, 96] could be applied to surveillance technology to further improve attack capabilities.

The development of new methods of human-computer interaction will also be an important
factor in determining the relevancy of the attacks covered here. Since the power of these attacks
relies on plaintext leakage from input and output devices, research on new methods such as gaze
based PIN entry [56], or even using a human brain-computer interface to authenticate to system
using thoughts [87], could not just revolutionise how users interact with computing systems,
but could preclude some existing methods of exploiting compromising emanations and open up

avenues for new ones.

As noted earlier, the development and implementation of countermeasures built into existing,
vulnerable, devices will depend on how widespread and high profile attacks using compromising
emanations become. Research into low-cost and easily implemented defensive measures is likely
to be the most relevant to current attack capabilities at the moment; since current defence
strategies within private organisations rely on projected risk management, their main focus will
be on defending against the much more numerous network based attacks and exploits taking
advantage of software vulnerabilities. Government and military organisations already have their
own, confidential, standards dealing with the mitigation of compromising emanations. Indivi-
duals hoping to defend themselves can only attempt to implement suggested countermeasures
suggested by the authors of each published attack, since, at this point in time, these are the

only suggested defence measures available.

5.2.2 The security of implementations

One other aspect of interest is that of the security of sensor networks themselves. Some of

the published attacks covered here have demonstrated that covert channels can be used to
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relay recovered data covertly and, potentially, in an encrypted format [55, 59, 61], to prevent
discovery by the target. This idea can be extended to sensor networks themselves, as their
design does not usually incorporate protection against traditional side channel attacks [70], in
fact, remote, comprehensive diagnostic analysis by power consumption has been shown to be
possible on sensors, underlining just how much information can leak from such devices [47].
Research into the implementation of cryptographic primitives across sensor nodes to protect

the confidentiality of recovered data may be applicable to protect relayed data [81].

In fact, confidentiality may not be the only security service that might need to be employed
in a sensor network. Integrity of the data would be of the utmost importance, since corrupted
data would prevent the successful retrieval of the desired data. Of even more interest would
be that of maintaining availability. The old idiom; “The best defence is a good offence”, may
find an application in protecting against the eavesdropping of compromising emanations, a
target concerned about the possibility of such attacks could purposefully flood the area around
his own devices, or even target a suspected sensor, with noise; loud, random audio signals,
bright flashing lights and random RF interference. If all properly calibrated, this would deny
an attacker both integrity, and perhaps even completely blocking availability, of acquired data
from their sensors, indeed, highly sensitive sensors may be even be damaged by exposure to

high levels of noisy data.



Chapter 6

Conclusion

The monitoring of side channel leakage from human-computer interaction has been demonstra-
ted to allow the systematic, targeted, surveillance of compromising emanations, which offers
a remote and passive method of breaking the confidentiality provided by cryptography. EM,
optical and acoustic emanations have all been shown to leak enough recoverable information
to allow this. By recovering leaked plaintext data from a target, an attacker can bypass data
confidentiality mechanisms. Plaintext leakage from human-computer interaction is so revealing
that even if the attacker did not immediately understand the data recovered, due to it perhaps
being in another language, or some code or format suitable for the human brain to process
without computational aid, it would be trivial to recover the desired information with sufficient

resources.

It has also been discussed here how cutting edge sensor technology and analytical techniques
will continue to increase the power of attacks utilising compromising emanations and their
applicability for surveillance operations. While the research and development of technology
and methods of implementation for surveillance by military, intelligence and law enforcement
organisations is generally classified, and beyond the scrutiny of an open peer review system,
published advances in commercial sensor technology and developments in data input and output
technologies will continue to contribute towards the development of attacks and defences based

on the exploitation of compromising emanations.

Possible future attacks utilising such emanations in the wild may force greater attention to
be paid towards the greater implementation of technical countermeasures and risk mitigation
strategies. Although these types of attacks seem to have been known in military and intelligence
circles for some time and the cutting edge technology will most likely remain under wraps,
the open publication of methods for exploiting emanations will continue to push forward the
development of new technologies and approaches for attack and defence, benefiting not just

those working within security research and industry, but everyday consumers and users too.
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